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A. Téng quan tinh hinh an toan an ninh théng tin

1. Mét sé trich dan quan trong dang lwu y

1.

Barack Obama, ngay 29/05/2009: “Su thinh vuong vé kinh té ctia nuéc My trong thé ky 21 s&
phu thudc vao an ninh c6 hiéu qua cua khong gian mang, viéc dam bao an ninh cho khong gian
mang 14 xuong séng ma né 1am nén Vung chic cho mot nén kinh té thinh vurong, mot quan doi
va mot chinh phtt mg, manh va hiéu qua”. “Trong thé gii ngay nay, cic hanh dong khing b6 co
thé toi khong chi tir mot it nhitng ké cuc doan danh bom ty sat, ma con tor mot vai cai go ban
phim trén may tinh — mot vii khi huy diét hang loat”. Vian ban gdc tiéng Anh. Video.
Trich tir tai liéu “ An ninh khong gian mang (ANKGM): Cau hoi gay tranh cii d6i véi cac qui
dinh toan cau”, Chuong trinh Nghi su vé An ninh va Phong thii (SDA), xuat ban thang 02/2012:
* Isaac Ben-Israel, co van ANKGM cho Thu tuéng Benjamin Netanyahu, Israel: “Néu ban
muon danh mét quoc gia mot cach khoc liét thi ban hay danh vao cung cap dién va nu’o’c
ciia né. Céng nghé KGM c6 thé lam diéu nay ma khéng can phdi ban mét vién dan nao”

*  Phyllis Schneck, Giam déc cong nghé cho Khu vuc Cong tai McAfee: *“Cong nghé moi
bady gio dwge tdp trung bén dudi cdc hé diéu hanh. N6 giao tiép triec tiép véi phan cung
mady tinh va cac con chip dé nhén biét dwoc hanh vi déc hai va sé du thong minh dé
khong cho phép hanh vi déc hai dé... Pdy la 16p méi nhdt va sdu nhdt va, cing voi
nhiéu tri thitc hon trong cdc lop khac, la mot phan chii chét ciia twong lai ANKGM.
Giao tiép véi phan cung la hoang hdu cua ban co - né co thé dimg ké dich hau nhi
ngay ldp tirc hodc kiém sodt cudc choi dai hon. Céach ndo thi chiing ta ciing sé thing”.

Thong diép: ANKGM c6 quan hé mat thiét v6i an ninh va sy sdng con ciia mot qubc gia, va né
phu thudce vao phan mém va phan ctng tao nén hé thong thong tin duoc sir dung trong cac ha
tang song con ciia mot qubc gia. Noi mot cach khac, an ninh cta hé thong thong tin phu thudce
trude hét vao kién triic cua hé thong thong tin.

Trend Macro: Nén cong nghiép chong virus da lira d6i nguoi str dung 20 nim nay. Kha ning
chéng virus hau nhu 1a khong thé vai sb lugng khéng 16 cac virus hién nay; Nam 2010, c mdi
gifly ¢6 2 phan mém doc hai méi duoc sinh ra, trong khi thoi gian nhanh nhit dé ¢6 dwoc mot
bén va 18i 14 3 gis dong hé.

McAfee: s6 luong cac cudc tin cong bang phan mém doc hai dé tham nhép hodc gay hai cho
mot hé thong may tinh ting 500% trong ndm 2008 — twong duong voi tong cong clia 5 nam
trude do cong lai. Trong d6 80% tat ca cac cudc tin cong bang phan mém doc hai co dong luc 1a
tai chinh, voi nhiing ké tAn cong ¢ an cép thong tin dir li¢u ca nhan vi 1gi nhuan; 20% céac cude
tan cong con lai c6 cac muc dich lién quan téi ton gido, gian diép, khing bd hodc chinh trj.

Mot vai tw liéu video:

1.

2.
3.

4.

Vé vu mang GhostNet: Video ctia Symantec; Cyberspies China GhostNet Exposed I1I; Global
Computer Espionage Network Uncovered; China Cyberspy GhostNet targets governments;

Tan cong ludi dién My - China & Russia Infiltrate US Power Grid-Cyber Spies Hack The Grid;
Tén cong mang ciia Lau 5 goc - Chinese Military Hacks Pentagon's computer system; Chinese
hackers: No site is safe;

T4n cong cac mang truyén thong, ngan hang, dién... cia My - China Cyber Attack on America;
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5. Kich ban sir dung bd cong cu dé tao cac Zeus botnet phuc vu cho viéc dn cip tién trong cac tai
khoan ngan hang ctia cac doanh nghiép.
6. Kich ban tan cong cua Stuxnet.

2. Ly do va muc dich tén cong

1. V& chinh tri: khong chi gian diép thu thip thong tin, ma con phé hoai co s& ha tang.

a) Xung dot gitra cac qudc gia: Israel — Syria, Isracl — Palestine, Nga — Estonia, Nga — Georgia
(tr& thanh tiéu chuan), My cung lién quan — Iraq, My cung Han Quéc - Béc Triéu Tién,
tranh chép diu khi & Venezuela nim 2002, My-Israel véi Iran.

b) TQ va cac qudc gia khac - 09/10/2009: hang chuc vy, & nhidu qudc gia, tin sut gia ting.
Vu mang gian diép thong tin 16n nhét thé gidi tir trude téi nay GhostNet: 103 qudc gia,
1295 may tinh bi lay nhiém kéo dai tir 05/2007 dén 03/2009.

¢) T4n cong vao hau nhu tit ca cac hé théng mang cua cac luc lugng vil trang, nhu mang danh
riéng cho 2 cudc chién tranh ma My hién dang tham chién, CIA, MI6, NATO, Hai quan An
Do; Canh sat Anh,

d) Cac t6 chirc duge cho 1a mirc do an ninh an toan hé théng cao nhét bi tAn cong nhu Thuong
vién My, Thu tuéng Uc, co quan chimg thuc Israel, Quy tién t& Qudc té IMF, Chinh phu
Canada, Uy ban Thuong mai Lién bang My FTC, B6 Tu phap My, Co quan Vii tru Nhat
Ban, Phong Thuong mai My, Lién hiép guéc, cac vé€ tinh quan sat cua My,

e) Nam 2009 co du doan thoi gian dé chuyén tir gian diép thong tin sang pha hoai: tir 3-8 nim,
trén thuc té da dién ra nhanh hon thé. Ngay 13/07/2010, sau Windows Stuxnet d4 duoc phat
hién, dua vao 4 13i ngay sb 0 trong Windows va cac 16 trong hé théng kiém soat giam sat va
thu thap dir licu SCADA cua Siemens, da 1am héng hang ngan may li tam uranium trong cac
co sO hat nhan cua Iran, lam cham chuong trinh hat nhan ctia nuéc nay t6i 2 nam.

f) Canh béo ¢ viéc pha hoai ha tang co so:

+  Cac hé thong mang tai My: luoi dién ([1], [2]), giao thong, ngdn hang, phat thanh truyén
hinh, duong sat, cap thoat nudc tai Illinois va Texas, cung cap dau khi, cong nghiép hoa
chit. Tham nhép cac thiét bi kiém soat cong nghiép tai My ting dot ngdt, tir 9 vu ndm
2009 1én 198 vu nam 2011 véi 17 vu nghiém trong;

+  Céac nudc khac: ludi dién ¢ Uc, luéi dién Brazil, y té & Anh

g) Stuxnet - Duqu — Flame: Vii khi khong thé kiém soat, cac phin mém diét virus bat luc
khong do tim ra dugc chung;

h) WikiLeaks. Vu ndi tiéng vi da dua ra hang loat cac tai liéu mat cia B6 Qudc phong va Bo
Ngoai giao M¥ lién quan t&i hang loat cic qudc gia trén thé gidi.

2. Vékinh té: Gian di¢p thu thap thong tin, an cap thong tin s hitu tri tué, an céap tién.

a) Cac tap doan 16n: Sony, Honda, cac cong ty dau khi, Lockheed Martin, Citibank, nha mang
SK_Communications - Han Quéc, Mitsubishi Heavy Industries - nha thiu cua Bd Qudc
phong Nhat Ban, vu Aurora cubi niam 2009 tdn cong vao Google va hang chuc hing 16n
khéc cia My...

b) Thang 08/2012, Kaspersky Lab da phat hién mdt virus méi do nha nudce bao trg, Gauss, co
lién quan t&i Stuxnet-Duqu-Flame, chuyén dé theo ddi cac giao dich, do tim va an cip cac
iy quyén dang nhap va thong tin - dir liéu ngan hang truc tuyén, xuét hién trong hang loat
cac ngan hang tai Li bang, Israel va cac ving lanh tho cia Palestine.
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¢) Khu vyc ngan hang - thé tin dung: Global Payments véi 1.5 tridu thé, dn cip tién tir cAc tai
khoan ngéan hang cua cac doanh nghip vira va nho 40 triéu USD dén thang 9/2009, 100
triéu USD dén thang 10/2009, vu Citibank hang chuc tri€u USD, thi trudng ching khoan
NASDAQ, dn cip tién thong qua céc trd choi truc tuyén & Trung Quéc.

d) Céc co quan chitng thuc s6 CA: Codomo, Diginotar, GlobalSign, StartSSL, 1am Diginotar
pha san,

e) Céc cong ty an ninh va tu van an ninh: Stratfor, Symantec...

f) Lira dao dé ban phadn mém an ninh gia mao hay tin céng bing tinh duc dé tng tién...

3. Céc vy lién quan téi Viét Nam:

a) Thang 02/2012, BKAV bi tdn cong, nhidu dit liéu bi 1iy cp. Trong khoang tir thang 11/2010
dén thang 11/2011, Vietnamnet bi tan cong lién tuc, ldy va xo6a di nhiéu dir liéu, khong tim
ra thi pham.

b) Cude chién giita cic tin tic Viét Nam - Trung Qube lan thir nhat, 02-07/06/2011, hang trim
(hang ngan) cac website clia ca 2 bén da bi boi x4u, danh sap, trong d6 co cac website clia
chinh phu.

Chirng nao con xung dot Bién Pong, chirng dé con chién tranh khong gian mang & Viét Nam!

¢) Viét Nam phai hét stic canh giac voi chién tranh khong gian mang, dac biét dbi vai cac cude
tAn cong vao cac co s ha tang cong nghiép séng con kiéu Stuxnet, c6 thé tir Trung Quéc.

d) GhostNet (s6 2/103 nuéc trén thé gidi, chi sau Dai Loan, trén ca My va An Do), véi
130/1295 may tinh chay Windows bi 14y nhiém (Symantec 1am video mé phéng lai cudc tin
cong), muyc dich gian diép thong tin chong lai cic chinh phii, nhiing gi lién quan tdi vu
nay???, Hién nay ra sao???;

e) Conficker (Viét Nam dimg s 1 thé gi6i voi 13% sb may bi 1y nhiém theo OpenDNS);
Botnet Windows nhiém Conficker (ca A+B 1an C) ctia cac ISP Viét Nam ¢ 16n nhit thé giéi
v6i hon 5% khéng gian dia chi IP bi lay nhiém va van dang ty lay nhiém. Trong Top500 thé
gidi: VNN(2), Viettel(18), FPT(20), CMCTI (244), ETC(279), SCTV(302), SPT(398),
VNPT(407) theo s6 liéu thang 04/2012.

f) Viét Nam co tén ¢ 5 trong s6 10 botnet 16n nhit thé gidi vao nam 2009. Viét Nam Xép ovi
tri s6 1 & 4 trong 5 botnet d6 (theo mot bao cdo vao thang 06/2010).

g) Tai Viét Nam da c6 b cong tu Zeus dé tao ra cac botnet doc hai.

h) Nhay chudt gia mao - s6 1 thé gioi;

i) Mua ban cac may tinh bi lay nhiém trong cac botnet trén thi truong t6i pham mang thé gidi,
Viét Nam c6 gid mua vao 5 USD/1000 may va gia ban ra 25 USD/1000 may.

j) Man hinh den (Tai My, WGA [Windows Genuine Advantage] bi dua ra tdéa vi bi coi nhu
mot phan mém gidn diép); Nay WGA c6 doi tén 1a WAT (Windows Activation Technology).

3. Céng cu dwoc sty dung dé tan céng

1. Phan ctng va thiét bi:
a) Chip may tinh, cdy phan mém doc hai hodc phan mém gian diép vao Bios may tinh (Stoned
Boot - tit ca cac phién ban Windows tir XP t6i 7, Microsoft lam viéc voi cac OEM dé dua
ACPI [Advanced Configuration and Power Interface] vao cac may tinh - ¢6 thé bj loi dung
dé cdy Trojan vao ngay ca khi dia cing hoan toan dugc ma hoa - bootkit s& khoi dong trudc
va ty n6 an minh - chiém quyén kiém soat toan bd may tinh - phai co truy cap vat 1y t6i may

Vin phong Phdi hop Phat trién Méi truong Khoa hoc va Cong nghé, Bé Khoa hoc & Cong nghé Trang 4/47


http://www.stoned-vienna.com/downloads/Presentation/HAR.pdf
http://www.stoned-vienna.com/
http://www.stoned-vienna.com/
http://vnfoss.blogspot.com/2009_08_01_archive.html
http://vnfoss.blogspot.com/2010/02/ai-so-huu-may-pc-cua-ban-cap-nhat-moi.html
http://vnfoss.blogspot.com/2009/09/vu-kien-xem-chuong-trinh-phan-mem-wga.html
http://vnfoss.blogspot.com/2009/09/vu-kien-xem-chuong-trinh-phan-mem-wga.html
http://vnfoss.blogspot.com/2009/09/microsoft-bi-kien-oi-voi-phan-mem-gian.html
http://vn.myblog.yahoo.com/ltnghia/article?mid=575
http://lh3.ggpht.com/_3yryf1jdefs/TCb_-BosZBI/AAAAAAAABBE/0pHofXJhaTw/s800/PriceListOfInfectedPC-Buy-VN.jpg
http://lh6.ggpht.com/_3yryf1jdefs/TCb8HzywtAI/AAAAAAAABA8/3D3-hkq4Gns/s800/PriceListOfInfectedPC-VN.jpg
http://www.finjan.com/GetObject.aspx?ObjId=672
http://vn.myblog.yahoo.com/ltnghia/article?mid=1833
http://vn.myblog.yahoo.com/ltnghia/article?mid=1951
http://lh4.ggpht.com/_3yryf1jdefs/TDHroMTqHEI/AAAAAAAABBw/bp4t3DyntZM/s800/ZeuS-Toolkit-2009-VN.jpg
http://www.aph.gov.au/house/committee/coms/cybercrime/report/full_report.pdf
http://lh6.ggpht.com/_3yryf1jdefs/TCMIuP56C3I/AAAAAAAABAg/7sJQUE41qac/s800/BiggestBotnetIn2009-VN.jpg
https://picasaweb.google.com/lh/photo/Ev9aC2IKlJtTRZztzyJSq9MTjNZETYmyPJy0liipFm0?feat=directlink
http://www.shadowserver.org/wiki/pmwiki.php/Stats/Conficker
http://www.shadowserver.org/wiki/pmwiki.php/Stats/Conficker
http://vnfoss.blogspot.com/2009/12/du-lieu-cua-conficker-to-am-cac-mang-bi.html
http://vnfoss.blogspot.com/2009/12/du-lieu-cua-conficker-to-am-cac-mang-bi.html
http://www.shadowserver.org/wiki/pmwiki.php/Infections/Conficker-VN
http://www.computerworlduk.com/management/security/cybercrime/news/index.cfm?newsid=14140
http://blog.linuxtoday.com/blog/2009/03/53-pages-10-mon.html
http://www.youtube.com/watch?v=Vz-gg8hxaVQ
http://www.youtube.com/watch?v=Vz-gg8hxaVQ
http://www.scribd.com/doc/13731776/Tracking-GhostNet-Investigating-a-Cyber-Espionage-Network
http://vn.myblog.yahoo.com/ltnghia/article?mid=220
http://vnfoss.blogspot.com/2011/06/tu-stuxnet-o-iran-tuong-tuong-ve-mot.html
http://vnfoss.blogspot.com/2011/05/chi-nen-xay-dung-nha-may-ien-hat-nhan.html
http://vnfoss.blogspot.com/2011/07/cuoc-chien-hacker-trung-quoc-viet-nam.html
http://vnfoss.blogspot.com/2010/07/tan-cong-tinh-duc-bang-internet.html
http://vnfoss.blogspot.com/2009/11/ai-dien-lien-bang-gioi-cong-nghiep-can.html
http://vnfoss.blogspot.com/2012/02/khong-ninh-vi-su-tu-mu.html
http://vnfoss.blogspot.com/2012/01/anonymous-tan-cong-cac-nha-tu-van-ve.html
http://vnfoss.blogspot.com/2011/09/ca-diginotar-pha-san-sau-khi-chung-thuc.html
http://vnfoss.blogspot.com/2011/09/ca-diginotar-pha-san-sau-khi-chung-thuc.html
http://vn.360plus.yahoo.com/ltnghia/article?mid=3916
http://vnfoss.blogspot.com/2011/09/globalsign-treo-phat-hanh-cac-chung.html
http://vnfoss.blogspot.com/2011/09/mi6-cia-va-facebook-tat-ca-bi-tham-nhap.html
http://vnfoss.blogspot.com/2011/03/tin-tac-oc-lap-nhan-trach-nhiem-ve-trom.html
http://vnfoss.blogspot.com/2011/11/bang-chung-tiep-tuc-ve-tham-nhap-co.html
http://vnfoss.blogspot.com/2009/10/bon-khung-bo-sap-co-kha-nang-tao-cac.html
http://vnfoss.blogspot.com/2011/10/cac-tin-tac-nasdaq-do-tham-du-lieu-cua.html
http://vnfoss.blogspot.com/2009/12/fbi-ieu-tra-vu-tham-nhap-vao-citibank.html
http://vnfoss.blogspot.com/2009/11/chien-tranh-khong-gian-mang-ang-toi-anh.html
http://vnfoss.blogspot.com/2009/11/chien-tranh-khong-gian-mang-ang-toi-anh.html
http://vnfoss.blogspot.com/2009/11/chien-tranh-khong-gian-mang-ang-toi-anh.html
http://vnfoss.blogspot.com/2009/10/fbi-lua-ao-khong-gian-mang-cap-40-trieu.html
http://vnfoss.blogspot.com/2012/06/global-payments-cap-du-lieu-gay-ton.html

An toan an ninh thong tin 08/2012

tinh), 1ay dir liéu khoa an ninh tir DRAM (Cold Boot). Sir dung cac phan mém doc hai dé
nao vet RAM, nghe ban phim, lay nhiém virus cho cac USB dé lay th6ng tin.

b) Thiét bi vién thong: vu thau thiét bi vién thong & Anh, mbi quan ngai cia My, Anh, An Do
d6i v6i cac thiét bi vién thong tir cong ty Hoa Vi (Huwei) hay ZTE ciia Trung Qudc.

¢) Céac hé théng nhung: cac may photocopy da chirc nang ctia Canon, Ricoh, Xerox, cac thiét
bi ctia CISCO, cac méy in ctia HP (“Bom may in” 1am cho in hét gidy, thim nhap mang qua
may in)

d) Cac thiét bi di dong: phan mém doc hai dang gia ting nhanh.

e) Thé va dau doc thé thong minh: B6 Qudc phong My.

2. Phan mém
UNG DUNG
HOAC CAU HiNH
DAC BIET
GIAI PHAP
NGUON MO
PHAN MEM
TRUNG GIAN
LAMP, J2EE
HE BIEU HANH
GMNU/LINUX

Lép ing dung Luwong nguoi sir dung va  Xdc suét 16i
do trudng thanh

a) Xac xudt 161 duoc tinh theo: (1) Hé diéu hanh, (2) Phan mem trung gian (Middleware), (3)
Giai phap; (4) Phan mém tng dung. Vidy, trong phan mém ngudn mé thi 16i & hé dleu hanh
1a it nhit va ting dan theo cac con s & trén (voi RHEL4.0 va 5.0 thi 16i mang tinh song con

13 bang 0), con lugng nguoi sir dung ¢ hé diéu hanh 1 16n nhat roi giam dan theo céc con s6
& trén. (Xem bai “Ho tro nguon m¢” trén tap chi Tin hoc va Doi song. s6 thang 11/2009).
Nhan ctia hé diéu hanh nguon mé GNU/Linux duoc cai tién, sang tao lién tuc véi toc do
khong thé tudng tugng dugce cling 1a mot diém rat quan trong.

b) Cira hau dugc gai trong Windows va mot s6 hé diéu hanh thwong mai khéc va/hodc trong
phan mém thu dién tr Lotus Notes.

¢) Céc loai phan mém doc hai viét cho Windows chiém téi 99.4% - 99.5% tong s6 cac phan
mém doc hai duge viét ra trén thé gidi, theo G-DATA.

d) Tin tic tan dung khiém khuyét ciia cac phan mém cta Microsoft dé tan cong cac hé thong
mang trén khép thé gioi — Windows, Exchange Server, Office, Wordpad, Internet Explorer...
Cac phan mém khac ciing bi loi dung dé tan coéng, phd bién 1a cia Adobe Acrobat Reader,
Adobe Flash, Quicktime, Firefox, AutoCAD, cic chuong trinh SCADA va ICS trén
Windows, chuong trinh cap nhat Windows, ...., cdc mang xa hdi nhu Facebook, Twitter...
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e) Tao ra cac botnet voi cac kich ¢& tir nho t6i khong 10, tir hang tram cho t&i hang chyc triéu
may tinh bj 14y nhidm dé chuin bi cho cac cudc tin cong qui mé 16n sau nay.
f) Céc cong cu ma hoda, cac ching thuc sb, cac phan mém diét virus bi mé ma ngudn.
3. Thi truong mua ban cong cu tao ma doc, botnet
a) Mua ban cac trung tam dir li€u, mua ban cac bd cac cong cu tao ma doc hai, ma nguén, dé
xdy dung cac botnet, phdn mém an ninh gi4 mao; phan mém doa nat (phishing) dua ngudi
st dung vao by dé mua phin mém chdng virus gia mao;
b) Mua ban may tinh bi 1y nhiém trong cic botnet theo viing dia 1y véi cac thong tin bi in cip
di kém, gia mua vao tir 5-100 USD/1000 may bi 1y nhiém cung dir liéu bi an cap, gia ban
ra tur 25-100 USD.
4. Sir dung khong ding cach dan toi mat an ninh, mat dir liéu: vu Sidekick.
5. Phap nhan tién hanh tdn cong: di loai, muc cao nhit 1a nhiéu qudc gia tham gia vao chién tranh
KGM nhu My, Israel, Trung Quéc, Nga, Anh, ... lam bat ddy cudc chay dua vii trang céc vii khi
KGM trén toan cau, c6 kha niang bién KGM thanh ving chién su nong bong.

4. Tan suat va pham vi tan céng

1. Tan suat 16n khong 16
a) Mang quan doi My bi quét hang ngan 1an mdi ngay.

b) Thang 03/2009, c6 128 "hanh dong thadm nhdp khong gian mang" trong 1 phit vao cac hé
thdng mang ciia nudc My.

¢) Niam 2010 mdi gidy c6 2 phan mém doc hai méi duoc sinh ra, trong khi nhanh nhét phai can
toi 3 gi¢ dong hd dé c6 duoc mot ban vé.

2. Pham vi rong khap
a) Vu GhostNet tin cong vao 103 qudc gia, 1295 may tinh bi ldy nhidém. Tai liéu 53 trang,

video mo ta lai cudc tan cong.
b) Cac qudc gia manh vé CNTT ciing bi tn cong: M¥, Anh, Phap, Dirc, Han Qudc...
c) Khap cac linh vyc nhu v try, hang khong, quan sy, tai chinh, ngoai giao, .

3. Nhiéu loai sau, bo, virus, phan mém doc hai tham gia cac botnet. Co loai chuyen an cap tién
(Zeus, Clampi), ¢6 loai tinh vi phirc tap (Conficker), c6 loai d3 ton tai tir nhiéu nim trudc nay
hoat dong trd lai du c6 hang chuc ban va 16i cuia Windows (MyDoom).

4. Thiét hai 16n
a) Stuxnet dy i chuong trinh hat nhan ciia Iran 2 ndm ma khong ton vién dan nio.

b) My bi tin tic 1iy di hang terabyte dit liéu tir hé thong mang ctia cac B6 Qubc phong, Ngoai
giao, Thuong mai, Nang luong va Co quan Hang khong Vii tru NASA.

¢) Obama: Riéng My, trong 2008-2009 thiét hai do t6i pham khong gian mang la 8 ty USD.

d) Conficker - uéc tinh 9.1 ty USD chi trong nira ndm (t&1 thang 6/2009).

5. Déi pho cua cdc quéc gia

1. Vé dudng 16i chinh sach:
a) Hoc thuyét chién tranh théng tin, ca phong thu lan tan cong, bat ky vii khi gi, ké ca hat

nhn; Chién lugc vé ANKGM (M, Anh va nhiéu nu6c khéc); K& hoach phén tmg (M§).

Dién tip vé ANKGM. Hiép udc cim phd bién vii khi khong gian mang?
b) Tu chu vé cong ngh¢ 161. Dy an san xuat Chip (Trung Quéc, An D), chay dua cac du an
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OS tang cuong an ninh nhu My (cho Android, Linux, Ethos), Trung Quéc, chau Au, Uc,
hodc xdy dung méi OS an ninh cho quéc gia minh (An D06, Nga, Brazil, Venezuela, Cuba
...). Tat ca cac OS déu dya trén GNU/Linux/Unix.

¢) “Ngudn mé an ninh hon ngudn déng” vé ca Iy thuyét 1an thuc té do ma ngudn ctng cap hon
va c6 dugc sy ra soat lién tuc ctia cong dong cac 1ap trinh vién toan thé giéi. Linus Torvalds:
“Noi thi it gia tri, hiy chi cho t6i md ngudn”. Hang loat chinh phu cac qudc gia di c6 nhiing
chinh sach st dung c6ng nghé mé nhu My (Chinh phi M¢), Canada, Anh, Ha Lan, Pan

Mach, New Zealand. Malaysia, Y Nga Trung Quoc Brazil, An P9, Indonesia, Thailand,
Philippine... Trén thé gidi, cac quoc gia manh nhét vé img dung va phat triécn PMTDNM la
M¥, Dtic, Phap, TAy Ban Nha va Uc. Nam 2011: Thu twéng Nga Putin ra lénh cho cac co

quan chinh pht Nga chuyén hét sang PMTDNM vao quy 111/2014; Chinh phi Anh dua ra
Chién luogc cong nghé théng tin va truyén thong cia Chinh phu, bét budc sir dung céc tiéu
chuan ma, ting cuong st dung PMTDNM & bat ky noi nao c6 thé; Bé Qudc phong My dua
ra tai liéu “Phat trién céng nghé md. Nhitng bai hoc hoc duoc”, trong do nhan manh cac
phan mém/hé thong trong quan doi va chinh phu s& khong ton tai phan mém s& hiru doc
quyén chi phy thudc vao mot nha cung cip, chi c6 2 loai la PMTDNM va PMNM chinh
phu. Phuong cham cua phat trién cong nghé mo 1a: (1) Cong dong trude, cong nghé sau; (2)
Mo 1a mic dinh, dong chi khi can thiét; (3) Chuong trinh ciia ban khong phai 1a dic biét,
tham chi 1a trong cac dy 4n phan mém/hé thong quan sy vé CNTT.

d) Pau tu 16n vao cac nghién ciru vé an ninh KGM. San xuét cac vii khi méi cho chién tranh
khong gian mang: “bom logic”, cac thiét bi séng cuc ngin dé dot cic may tinh trong mang
tir xa; tao cac “botnet”...

2. Vé t6 chirc: B6 nhiém lanh dao ANKGM (M¥), ciung cd va x@y dung lyc luong chuyén mén
(M¥, Anh, Han Qudc, Singapore), cac don vi Umg ctru khan cip (CERT) quoc gia, hop tac cac
CERT va tham gia dién tap giilta cac qudc gia, ting cudng nhan lyc va dau tu cho cac co quan
chuyén trach (B6 An ninh Quéc ndi - DHS, Cuc Tinh bio Trung wong - CIA, ...).

3. Vé nhan luc: Huy dong thanh nién, hoc s1nh sinh vién. My t6 chirc thi dé lay 10,000 nhan tai,
Anh ciing buéc theo, B An ninh Qudc néi My tuyén 1,000 nhan vién lam vé an ninh khong
gian mang. Trung Quoc c¢6 "Quan doi xanh", phong trao thanh nién Nga... Bon khiing b ciing
tuyén nguoi cho chién trang khong gian mang.

4. Vé thyc tién trién khai khu vuc dan sy dé dam bao an ninh cao

a) Chuyén sang st dung cac hé théng dua trén GNU/Linux (Thi truong chimg khodn & New
York, Tokyo, Luan Pén, ...)

b) Khong sir dung Windows khi thyc hién cac giao dich ngan hang truc tuyén (khuyén cdo cia
Vién Cong nghé SAN, chinh quyén New South Wale — Uc, chuyén gia an ninh mang ciia t&
The Washington Post).v.v.

¢) Hang chuc cong cy an ninh tir cac phan mém ty do ngudn mé ([01], [02]).

d) Khuyén cdo st dung PMTDNM, nhung néu budc phai st dung Windows, thi hay tuan thu
10 161 khuyén vé an ninh.

6. Bai hoc cho Viét Nam

1. Cac co quan, doanh nghiép d6i mat v&i cac mdi de doa an ninh khong gian mang (KGM) véi
cac dac tinh chua tung c6 trudc day:
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a) Khong can co tiép xtc vat 1y toi cac muc tiéu tn cong khi tan cong trén KGM.

b) Cong ngh¢ cho phép cac hoat dong dlen ra dé dang xuyén bién gioi nhiéu nuéc.

¢) C6 thé tan cong mot cach tu dong, tdc do cao, s6 luong 16n cac nan nhan cing mot lac.

d) Nhitng ké tin cong d& dang dau mat.

2. Nguy co phu thudc, mét kiém soat hoan toan: Viét Nam hién dang bi phu thudc hoan toan vao
ph?m cing, hé diéu hanh, phén mém ung dung, co6 thé s& phu thudc ndt ca dir liéu. Hién van con
co hoi, du rat nho, dé thoat???

a) Trudc mét: Chuin m& va hé diéu hanh nguén mo (Viettel, Google) 1a muc tiéu s6 1?2. Cach
chbng virus tét nhat 14 sir dung hé diéu hanh GNU/Linux. Hién tai cac doanh nghiép Viét
Nam dung thir 75/75 vé cic hoat dong lién quan téi ngudn mé theo nghién ciu cua
RedHat-Georgia thang 04/2009.

b) Tuong lai: Hé diéu hanh, chip, cac thiét bi vién thong... Can lam chii dwoe CNTT.

3. Cac linh vyc an ninh KGM cén tép trung quan tdm

a) Day manh phan tich KGM va cac kha ning canh bao.

b) Cai thién an ninh KGM mang céc hé thong kiém soét ha tang.

c¢) Tang cuong kha nang cua cac co quan chuyén trach dé gitp phuc hoi tir pha hoai Internet.

d) Giam thiéu sy khong hiéu qua vé to chic.

e) Xac dinh day du cac hanh dong qua thyc tién vé an ninh KGM.

f) Phat trién cac ké hoach dic thu cho timg khu vuc vdi cac tiéu chi vé an ninh KGM.

g) Pam bao an ninh cc hé théng thong tin ndi bo.

+  Tuén thi kién triic phan ving mang, tudn thii kiém soat truy cip cac ving mang, tuin
thi1 cac yéu cu co ban dam bao an ninh mang.

*  Tuan tha chuén an ninh mang, ung dung, nhu bd céc chuén ISO/IEC 27K, trong d6 co
ISO/IEC 27032: Céc chi dan cho an ninh khong gian mang.

* Nhanh chong dp dung cong nghé mé.

4. Vé chinh sach, chién luoc:

a) Ra soat lai chinh sach vé cac chuan sur dung trong cac HTTT nha nudc, kién quyét sir dung
cac chuan md; hudng t6i hé didu hanh ngudn mé cong dong.

b) Ra soat lai chinh sach mua sim cta chinh phu, tiép tuc trién khai chinh sach vé ung dung
phan mém tuy do ngudn mé, dua ra chinh sach riéng cho an ninh KGM.

¢) Quy hoach an toan va an ninh s6 qudc gia — Quyét dinh sé 63/2010/QD-TTg

5. V& to chirc va xay dung lyc luong:

a) Xay dung va cing cd bd may phu hop dé dbi phé véi an ninh KGM.

b) Hoc tap cac kinh nghiém vé an ninh KGM dé van dung trong thuc té cua Viét Nam.

c) Pau tu manh mé cho gido duc dé chuén bi nhan luc cho tuong lai tr hoc sinh - sinh vién,
v6i cac k¥ ndng moi dya trén cong nghé mé, phan mém ty do ngudn ma, cac sang kién bién
céc tro choi dién tir thanh cac bai hoc vé an ninh.

6. Phong ngira cho ban than, dic biét v&i cac méy tinh xach tay, ké ca khi ma hoa ca 6 clmg.

7. Nang cao nhan thuc cho toan xa hoi, cudc chién cta toan dan, cac CIO phai di dau 1am guong.
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B. Gi&i thiéu moét sé tiéu chuan vé an toan an ninh théng tin

1. M6t sé tiéu chuan vé hé théng quan ly an ninh théng tin ISMS

Hién tai, trén thé gi6i hién dang ton tai mot ho cac tiéu chuan 27K cua Co quan tiéu chudn hoa
quéc té ISO, g6m khoang 30 tiéu chudn, trong sd d6 ¢o
Cdc tiéu chuan da dwoc ban hanh
1. ISO/IEC 27000:2009. Céc ISMS (Information Security Management System) - Céc
nguyén ly co ban va thuat ngr.
ISO/IEC 27001:2005. Pic ta vé ISMS. Pa c¢6 TCVN ISO/IEC 27001:2009.
ISO/IEC 27002:2005. Ma thyc hanh d6i v6i Quan 1y An ninh Théng tin.
ISO/IEC 27003:2010. Chi dén trién khai ISMS.
ISO/IEC 27004:2009. Quan ly an ninh thong tin - Po luong.
ISO/IEC 27005:2008. Quan ly rui ro an ninh thong tin.
ISO/IEC 27006:2007. Cac yéu cau ddi v6i cac co quan cung cap kiém toan va chimg chi
cac ISMS.
8. ISO 27799:2008. Cong nghé thong tin trong y t& - Quan 1y an ninh thong tin trong y té
bang viéc str dung ISO/IEC 27002.
9. ISO/IEC 27007:2011. Céc chi dan vé viéc kiém toan ISMS.
10.ISO/IEC TR 27008:2011. Chi dn cho cic nha kiém toan vé klem soat ISMS.
11.ISO/IEC 27010:2012. Quan 1y an ninh thong tin ddi véi truyén thong lién linh vue, lién
t6 chirc.
Cdc tiéu chudn sé dwegc ban hanh trong thoi gian tdi
12.ISO/IEC 27013. Chi dan v& trién khai tich hop cac ISO/IEC 20000-1 va ISO/IEC 27001
(dy thao).
13.ISO/IEC 27014. Khung cong viéc ché ngu an ninh thong tin (du thao).
14.ISO/IEC 27015. Cac chi dan ctia cac ISMS cho khu vuc tai chinh va bao hiém (du thao).
15.ISO/IEC 27017. An ninh trong dién toan ddm may (dy thao).
16.ISO/IEC 27018. Quy pham cho cac kiém soat bao vé dir lidu dbi véi cac dich vu dién
todn ddm may cong cong (du thao).
17.ISO/IEC 27031. Cac chi din vé tinh sin sang vé ICT cho tinh lién tuc cia cong viéc
(ban thao cubi).
18.ISO/IEC 27032. Céc chi dan cho an ninh khong gian mang (CD).
19.ISO/IEC 27033. An ninh mang (dy théo).
20.ISO/IEC 27034. An ninh cac ing dung (du thao).
21.ISO/IEC 27035. Quan ly sy ¢6 an ninh (dy thao).
22.ISO/IEC 27036. Céc chi dan vé an ninh thu€ ngoai lam (du thao).
23.ISO/IEC 27037. Cac chi dan vé nhan dién, thu thap va/hoic thu duoc va gin giir bang
chtng s6 (dy thao).

Nowvnk WD
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24.1SO/IEC 27039. Lya chon, trién khai va van hanh cac hé théng do tim thdm nhép trai
phép - IDPS (Intrusion Detection [and Prevention] System) (du thao).
25.ISO/IEC 27040. An ninh luu gitr (du thao).
26.ISO/IEC 27041. Chi dan cho viéc dam bao tinh bén viing va ddy du cia cac phuong
phap diéu tra (du thao).
27.1SO/IEC 27042. Chi dan cho viéc phan tich va giai nghia bang ching s6 (du thao).
28.ISO/IEC 27043. Cac nguyén tic va qui trinh diéu tra bang ching s6 (du thao).
Chua c6 nhiéu doanh nghiép trén thé gidi c6 chimg chi tuan thu cac chudn ISO/IEC 27K vé ISMS va
rat ton kém dé co thé dat dugc ching (cé thé 18n t6i hang trim ngan USD).
Xem http://www.is027001security.com/html/is027000.html dé biét chi tiét hon vé ho cac tiéu chuin

ISO/IEC 27K.

2. Mét sé tiéu chuén cho dién todn dam may

Vi DPTPM la mdi, nén con thiéu nhiéu tiéu chuan, ké ca vé an ninh, tinh twong hop, tinh kha chuyén va

tinh riéng tu.

2.1. Tiéu chuan vé an ninh

Bang dudi day anh xa cac tiéu chuan cho cac chung loai an ninh trong Nguyén tac phén loai PTBDM
ctia NIST va dua ra tinh trang vé d¢ chin cua tiéu chuan. Mot sb trong s cac tiéu chuan duoc liét ké ap
dung cho hon mét chung loai va vi thé duoc liét ké hon mét lan.

Ching loai

Cac tiéu chuan va SDO san sang

Tinh trang

Xac thue
& Uy
quyén

RFC 5246: Secure Sockets Layer (SSL)/ Transport Layer
Security (TLS); IETF

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

RFC 3820: X.509 Public Key Infrastructure (PKI) Proxy
Certificate Profile; IETF

Ti€u chuan dugc phé chuan

Chép nhan cua thi trudong

RFC5280:Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile; IETF

Tiéu chuan dugc phé chuan

Chép nhan cta thi trudong

X.509 | ISO/IEC 9594-8: Information technology — Open
systems interconnection — The Directory: Public-key and

attribute certificate frameworks, ITU-T

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

RFC 5849: Oauth (Open Authorization Protocol); IETF

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong
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Chiing loai

Cac tiéu chuan va SDO san sang

Tinh trang

OpenID Authentication; OpenID

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

eXtensible Access Control Markup Language (XACML);
OASIS

Tiéu chuan dugc phé chuan

Chép nhan cta thi trudng

Security Assertion Markup Language (SAML); OASIS

Ti€u chuan dugc phé chuan

Chép nhan cua thj trudong

FIPS 181: Automated Password Generator; NIST

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

FIPS 190: Guideline for the Use of Advanced
Authentication Technology Alternatives; NIST

Ti€u chuan duogc phé chuan

Chap nhan cua thi truong

FIPS 196: Entity Authentication Using Public Key
Cryptography; NIST

Ti€u chuan dugc phé chuan

Chép nhan cua thi trudong

Tinh
mat

bi

RFC 5246: Secure Sockets Layer (SSL)/ Transport Layer
Security (TLS); IETF

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

Key Management Interoperability Protocol (KMIP);
OASIS

Ti€u chuan dugc phé chuan

Chap nhan cua thi truong

XML Encryption Syntax and Processing; W3C

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

FIPS 140-2: Security Requirements for Cryptographic
Modules; NIST

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

FIPS 185: Escrowed Encryption Standard (EES); NIST

Ti€u chuan dugc phé chuan

Chép nhan cua thj trudong

FIPS 197: Advanced Encryption Standard (AES); NIST

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

FIPS 188: Standard Security Label for Information
Transfer; NIST

Ti€u chuan dugc phé chuan

Chap nhan cua thi truong
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Chiing loai

Cac tiéu chuan va SDO san sang

Tinh trang

Tinh toan

XML signature (XMLDSig); W3C

Tiéu chuan dugc phé chuan

ven Chép nhan cua thi trudong
FIPS 180-3: Secure Hash Standard (SHS); NIST Tiéu chuan dugc phé chuan
Chap nhan cua thi truong
FIPS 186-3: Digital Signature Standard (DSS); NIST Tiéu chuan duogc phé chuan
Chép nhan cua thj trudong
FIPS 198-1: The Keyed-Hash Message Authentication Tiéu chuan dugc phé chuin
Code (HMAC); NIST Chép nhan cta thi trudong
Quén 1y Service Provisioning Markup Language (SPML); Tiéu chuan duoc phé chuan

nhan di¢n

WSFederation and WS-Trust

X.idmcc — Requirement of IdM in Cloud Computing,
ITU-T

Pang phat trién

Security Assertion Markup Language (SAML); OASIS

Ti€u chuan dugc phé chuan

Chép nhan cua thi trudong

OpenID Authentication, OpenlD Foundation

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

FIPS 201-1: Personal Identity Verification (PIV) of
Federal Employees and Contractors, NIST

Ti€u chuan dugc phé chuan

Chap nhan cua thi truong

An ninh

NIST SP 800-126: Security Content Automation
Protocol (SCAP), NIST

Ti€u chuan dugc phé chuan

Chép nhan cua thi trudong

NIST SP 800-61 Computer Security Incident Handling
Guide, NIST

Tiéu chuan dugc phé chuan

X.1500 Cybersecurity information exchange techniques,

ITU-T

Ti€u chuan dugc phé chuan

Chap nhan cua thi truong

X.1520: Common vulnerabilities and exposures; I[TU-T

Tiéu chuan dugc phé chuan

X.1521; Common Vulnerability Scoring System; I[TU-T

Ti€u chuan dugc phé chuan
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Chiing loai

Cac tiéu chuan va SDO san sang

Tinh trang

PCI Data Security Standard; PCI

Tiéu chuan dugc phé chuan

Chap nhan cua thi truong

FIPS 191: Guideline for the Analysis of Local Area
Network Security; NIST

Tiéu chuan dugc phé chuan

Chép nhan cta thi trudng

Quan ly eXtensible Access Control Markup Language Tiéu chuan duogc phé chuan

chinh " x ACML); OASIS ChAp nhén cua thi trudng

sach an

ninh FIPS 199: Standards for Security Categorization of Tiéu chuan dugc phé chuin
Federal Information and Information Systems; NIST Chép nhan cta thi trudong
FIPS 200: Minimum Security Requirements for Federal | Tiéu chuin dugc phé chuan
Information and Information Systems; NIST Chap nhan cua thi truong

Tinh siin| Availability ISO/PAS 22399:2007 Guidelines for incident | Chap nhén cta thi trudong

sang

preparedness and operational continuity management,
ISO

Béng 1 - An ninh: Phan loai

2.2. Tiéu chuén vé tinh twong hop

Tinh tuwong hop cua cac dich vu dam may c6 thé dugc phan loai theo cac giao dién quan 1y va chiic
nang cua cac dich vu dam may. Nhiéu tiéu chuan CNTT dang ton tai dong gop cho tinh twong hop gitra
cac ung dung dam may ctua nguoi st dung va dich vu dam may, va gitra ban than cac dich vu ddm may.
C6 nhitng nd lyc tiéu chuan héa dic biét duge khoi xudng dé giai quyét nhitng van dé vé tinh tuong
hop trong dam may. Nhimg tiéu chuan dam may dic biét nay duoc liét ké trong Bang sau.

Chiing loai Cic tiéu chuin va SDO sin sang Tinh trang

Tinh Open Cloud Computing Interface (OCCI); Open Grid|Tiéu chuan dugc phé chuan
tuwong Forum

hop dich : :
vu Cloud Data Management Interface (CDMI); Storage Tiéu chuan dugc phé chuan

Networking Industry Association, SNIA

IEEE P2301, Draft Guide for Cloud Portability and
Interoperability Profiles (CPIP), IEEE

Pang phat trién
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Chiing loai Cic tiéu chuén va SDO sin sang Tinh trang

IEEE P2302, Draft Standard for Intercloud Dang phat trién
Interoperability and Federation (SIIF), IEEE

Bang 2 - Tinh twong hgp: Phan loai

2.3. Tiéu chuan vé tinh kha chuyén

Céac van dé vé tinh kha chuyén trong dam may bao gom tinh kha chuyén vé tai cong viéc va cac dir
lidu. Trong khi mot s6 van dé vé tinh kha chuyén cua tai cong viéc ddm may 1a méi, thi nhidu tiéu
chuan cho dit liéu va siéu dit liéu hién dang ton tai da duoc phat trién trudc ky nguyén dam may. Bang
sau day tip trung vao cic tiéu chudn vé tinh kha chuyén dic thi cia ddm may.

Chiung loai Cic tiéu chuin va SDO sén sang Tinh trang

Tinh kha| Cloud Data Management Interface (CDMI); SNIA Tiéu chudn duoc phé

chuyén vé chuan

dir liéu

Tinh kha Open Virtualization Format (OVF); DMTF Tiéu chuan dugc phé

chuyén veé chuan

h¢ thong Chap nhan cua thi truong
IEEE P2301, Draft Guide for Cloud Portability and Dang phat trién
Interoperability Profiles (CPIP), IEEE

Béng 3 - Tinh kha chuyén: Phan loai

Chi tiét hon vé cac tiéu chuan trong DTDM, xem: “L0 trinh tiéu chuan Pién toan Pam may cua NIST
v1.0”, Vién Tiéu chuan va Cong nghé Quoc gia, My - NIST. Thang 07/2011. 76 trang. Cac tac gia:
Michael Hogan, Fang Liu, Annie Sokol, Jin Tong.

URL: http://ubuntuone.com/3n18xI3STBrnAZ3VnirCrp

3. Mét sé tiéu chuan theo mé hinh kién trac an ninh di liéu

Céan ¢6 mot s6 qui dinh chinh thic ciia Chinh pha vé hé thong quan 1y an ninh thong tin cia riéng
minh, c6 thé dya vao tiéu chuan ISO/IEC 27001 di dugc chuyén sang TCVN dé lam co s& cho cac van
dé va khai niém c6 lién quan va duoc cac bén tham gia lién tuc dong gop ¥ kién phan hdi trong qua
trinh trién khai thuc té.

Dudi day 1a mot vai ti€u chuan theo kién truc vé mo hinh cho cac chuan an ninh dir li¢u ¢6 tinh goi y:

1. Trién khai khai niém an ninh: Dic ta Tinh twong hop Chit ky Cong nghiép - MailTrusT (ISIS-
MTT) vl1.1. Tai liéu géc cta dic ta ISIS-MTT cAu tao tir 8 ph'?ln v6i cac ndi dung sau:
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Viéc thiét 1ap céc ching thuc khoa cong khai, cac chirng thuc thude tinh va cac danh
sach thu hoi ching thuc

Thiét 1ap va giri cac yéu cau cho co quan chimg thuc (PKCS#10) va nhitng tra 101 tir co
quan ching thuc (PKCS#7)

Thiét 1ap cac thong diép dugc ma hoa va duogce ky

Céc yéu cé‘u cho cac ching thyuc khoa cong khai, cac chimg thyc thudce tinh va cac danh
sach thu hoi ching thuc c6 st dung LDAP, OCSP', FTP hodc HTTP; thiét 1ap cac cau
hoi va dap va tir cac don vi dong dau thoi gian.

Kiém tra tinh hop 1& cho cac chung thuc khéa cong khai va cac ching thuc thude tinh

Céc thuat toan dugc phé chudn cho cac ham bam, cac chit ky, mi hoa, xac thuc cac
thong diép td1 va tir co quan ching thuc; cac thuat toan dugc phé chuan cho Chir ky
XML va Ma hoa XML.

Mo ta “Giao dién thé¢ Token Mat ma” (PKCS#11) véi cac dang va chirc nang cua dir licu

Lap hd so va mé rong cac chit ky XML va ma hoéa XML

2. Phuong phap ma héa khong d6i xting: RSA

3. Phuong phap mi hoa d6i ximg: Tiéu chuan md héa tién tién AES (Advanced Encryption
Standard).

4. Dir liéu bam: Thuat toan bam an ninh: (SHA) - 256 (Secure Hash Algorithm).
5. Quan ly khoa: Béc td Quan ly Khéa XML (XKMS) v2 (XML Key Management Specification)

6. Thé thong minh tiép xtc: Cac thé nhéan dién - Céac thé mach tich hgp (Identification Cards -
Integrated circuit cards).

7. Thé thong minh khong tiép xtic: Cdc thé Nhan dién - Céc thé mach tich hop khong tiép xiic
(Identification Cards - Contactless Integrated Circuit Cards).

Chi tiét hon, xem: Chuén va kién trac cho cac 1’1’{12 d}mg (;PDT. phién ban 4.0, Bé Noi vu Cépg hoa
Lién bang Buc phdi hop vdoi Vién Fraunhofer vé phan mém va k¥ thuat hé thong (ISST) xuat ban,
thang 03/2008.

1 OCSP = Giao thtrc Tinh trang Chtng thuc Truc tuyén (Online Certificate Status Protocol)
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C. Cac giai phap, cong cu va cac 16 hong thwéng gap

Mot hé thdng thong tin dugc cdu tao tir phan cimg, cac thiét bi vién thong, phan mém va cac dit liéu
trong h¢ théng d6. Dé dam bao an toan an ninh cho hé théng, it nhat, cAn hiéu va lam chu duoc toan bod
kién triic cua hé thong d6. Bén canh d6, con can hiéu nhitng van dé khac c6 lién quan t6i an toan an
ninh hé théng, vi du nhu céc cach thirc quan ly, diéu hanh va/hodc nhitng dac thu cua hé théng do.

Duéi day trinh bay vi du vé kién tric tong thé ciia mot hé thong thong tin va cac thanh phan caa né.

1. Kién truc hé théng théng tin truyén théng (CNTT — TT)

Kién triic mot hé théng cong nghé thong tin va truyén thong (CNTT-TT), dya vao ndé ma mot hé thong
CNTT-TT dugc xay dung thuong bao gom nhirng 16p co ban la: 16p nghiép vy, 16p thong tin, 16p ha
tang, 16p ung dung va 16p cong nghé.

Quan diém

nghiép vu

Muc tiéu, linh vuc va
cac qui dinh sir dung

Quan diém
ting dung

Quan diém
thong tin

S e = Céc yéu tb va
Cau truc va ngir nghia 5 AT
us 19 giao dien he thong

cua dir liéu

Phan ¢:|.:|;ng va Cac tiéu chuan va
ha tang cong ngheé

Quan diém Quan diém

ha tang cong nghé

Cac bién phap dé dam béao an ninh hé théng va thong tin, dir liéu dugc tién hanh thuc hién xuyén sudt
tat ca cac 16p. Tuong tu, viéc chuan hoéa dir li¢u cling dugce tién hanh thyc hién theo tat ca cac 1op.
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2. An ninh ha tang hé thong CNTT-TT

1. An ninh hé thong va thong tin, dir liéu c6 quan hé chit ché& v6i viée chuan hoa, chon cic bd
chuin va nguoc lai.

2. Ha tang cong ngh¢ thong tin va truyén théng an ninh va on dinh 1a diéu kién co ban tién quyét
cho vi¢c van hanh mot céch tin cdy cac trng dung ctia mdt hé théng thong tin.

3. Bén canh viéc phai dam bao ha tang vat Iy ctia hé thong mang thi nguyén 1y xdy dung ha tang
CNTT-TT an ninh va 6n dinh ndm & viéc phan ving chirc ning va dam béo an ninh cho viéc
truy cap cac vung churc nang do.

Ha tang vat ly cta hé thong CNTT-TT

Ha tang vat 1y ctia hé thong CNTT-TT can dugce dam bao:
Thiét 1ap cac hé thong CNTT trong cic phong phii hop
Kiém soat truy cip téi cic phong nay

Céc hé thong bao vé phong va chira chay phu hop

Céc hé théng cung cap dién phu hop

Céc hé théng diéu hoa khong khi phii hop

Sao luu dir liéu theo khai niém sao luu dit li¢u lién quan

S e

I'/Ngl.l'fli st dung / Cac dich vu bén ngoai

BV
ey=a - o
= Ung dung Cau kién
| dac tha OFA
| Nouoi bén ngoai trung tam
| srdung /
Mang
M théng ti Internet 2
ang ong tn ] i
hanh chinh cua ‘ P EK‘C\;;;Et.
Chinh pha ) |
Truy céap
mang

Y = Kiém sodt -
Ha tang w
kiém soat| Vung théng tin & dich vu
truy cap
N

. (Kiém soat
( truy cap

ving logic & xir ly ’-—
i
Kiém soat’
truy cap

3 _/
Kiém soat
truy cap
| B =
\, Sao luu ra bén ngoai /

-

o &
o
c
L= |
M on
o 5
- o
-

Viung quan ly

Sao luu dir liéu

Kién truc ha tang va viéc ddm bdo an ninh truy cdp cac vung
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Vung va cac moi giao tiep

Céc h¢ thong bén trong trung tdm may tinh dugc dat trong cac vung khac nhau duge xac dinh trén co
s& cac yéu cau vé an ninh phut hop cho cac dich vu va dir liu cua cac vung twong tng do. ft nhat nhiing
ving duge mo ta dudi ddy phai duoc trién khai trong ha ting ctia mot trung tim may tinh. Co thé doi
hoi cac ving bo sung khi can. Cac ving nay phai dugc tach biét hoan toan voi nhau vé vat 1y. Didu nay
¢6 thé ¢ nghia la:

* Moi thanh phan mang (b dinh tuyén router, bd chuyén mach switch, b chia hub, ...) chi ¢6 thé
dugc str dung nhu la giao dién gilta vang nay voi vung khac, sao cho moi thanh phan mang chi
truyén dir liéu lién quan hodc dir liéu gdc qua 2 vung két ndi truc tlep v6i nd. Pidu nay tranh
duoc moi su tron 1an cac luong dir li¢u trong truong hop co 16i hodc bi tAn cong co6 chu tam.

+ Mot hé théng may chu co thé chita cac hé thong cua chi mot viung duy nhat. Diéu nay c6 nghia
la cac L'rng dung phén tan phai chay trén cac hé thong méy chﬁ trong cac vung khac nhau.

* Mothé thong mdy chu v6i cac ung dung doi hoi cac két ndi giao tiép t6i mot vai vung phai bao
gém mot sb luong tuong Gmg cac két ndi mang duoc tach biét nhau ca vé mit logic 1an vé& mat
vat 1y (vi du, nhiéu card mang). Hé thong nay s& loai trir dugc sy truyén tir mot ving ndy sang
mot vung khac.

1. Vung thong tin va dich vy
a) Vung thong tin va cac dich vu bao trim mot phin mang nam gitra ving Internet va cac ving

khac clia mang. Ving nay chtra cac may chii c6 thé truy cap dugc boi cac mang bén ngoai hoic
stt dung cac dich vu ctia cic mang bén ngoai. Cac ving thong tin tiép sau phai duoc thiét 1ap
néu cac hé thong v6i cac mic an ninh khéc nhau dugc van hanh.
b) Viéc giao tiép giita cac hé thong ctia ving thong tin va dich vu ciing nhu cac hé thong cua ving
xir Iy va logic phai dugc bao vé bang cac kénh giao tiép c6 ma hoa.
2. Vung xur ly va logic: Cac h¢ thng cua ving nay xir 1y dir liéu tir vung dir liéu va lam cho cac dur
liéu nhu vay san sang phuc vu nguoi sir dung thong qua cac hé thong ctua vung thong tin va cac
dich vu. Giao tiép truc tiép giita cac mang bén ngoai — nhu Internet chiang han — va ving xir 1y va
logic 1a khong dugc phép.
3. Vung dir liéu: Vung dit liéu 1a noi ma cac dit liéu dugc Iuu trit va sin sang trong mot khoang thoi
gian dai. Viéc truy cdp tdi vung nay chi dugc cho phép tir ving xur 1y va ving quén tri. Viéc truy
cap tir cac mang bén ngoai 1a khong dugc phép trong moi tinh hudng. Hon nita, chi c6 ving quan
tri mé&i co thé truy cap mdt cach tich cuc dugc tdi vung nay.
4. Vung quan tri
a) Ving quan tri c6 tat ca cic hé thong can thiét cho cdc muc dich quan tri hodc cac hé théng gidm
sat trong cac ving khac. Hon nita, ving nay ciing c6 thé chua cac dich vu dang nhap hodc quan
tri nguoi sir dung mot cach tap trung. Truy cap tir ving quan tri ti cac vung khéac va ngugc lai
vi thé 13 duoc phép.

b) Truy cép tir cdc mang bén ngoai tdi vung quan tri khong dugc phép dudi moi hinh thirc.

5. Vung sao luu dir liéu: Moi ving phai chira cac thanh phan sao luu dir liéu cta chinh ving d6. Di
liéu ctia cac ving thong tin phai dugc sao luu théng qua cac kénh giao tiép duoc bao vé.

Chuan cho sy tuén tha an ninh mang: ISO/IEC 27033: An ninh mang (du thao).
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Truy cap mang va kiém soat truy cap

1.

Céc hé thong kiém soat truy cap s& kiém soat su tach biét ciia cac ving riéng r& bén trong trung tim
may tinh cling nhu viéc truy cép tur va’/hodc td1 cdc mang bén ngoai. Cac cong nghé khac nhau co
thé dugc sur dung cho cac muc dich nay.

. Giao dién gifra ving thong tin va cac dich vu va cdc mang bén ngoai la diém an ninh song con nhat

va vi thé duoc bao vé boi mot t6 hop da co ché an ninh (multiple securrity mechnism). Cac phan
doan mang va cac vung dia chi khac nhau dugc tach biét nhau & day trén muc giao thirc mang. Céac
dia chi mang bén trong dugc danh mat na (mask) theo cac mang dua trén giao thixc TCP/IP trén co
s¢ giao thuc dich dia chi mang NAT (Network Address Translation), va vi thé khong dugc xuét ban
trong cadc mang bén ngoai.

. Hon nira, cic co ché loc san c6 dugc dua vao dé dam bdo 1a viéc truy cép tir cac mang bén ngoai bi

han ché ddi véi cac dich vu x4c dinh trong ving thong tin va cac dich vu. Cac qui dinh loc thudong
duoc trién khai trén cac tuong lira hodc cac bo dinh tuyén cua tuong lira ma chung kiém tra thong
tin trong cac dau dé (header) cua cac goi dir liéu dén trén co so cac bo loc goi va tir chdi cac cude
tan cong truy cap khong dugce xac thuc cho phép.

. Hon nira, cac cong (gateway) vao cac ing dung co6 thé dugc st dung dé cach ly hoan toan céc giao

tiép, kiém tra tinh diing dan cua cac dong dir liéu & mic ing dung va khi can thiét sé trién khai viéc
tai sinh lai mot cach phu hop voi giao thire cua céac yéu cau.

. Quan hé giao tiép giita cac viing bén trong ciing phai tuan theo cac hé thong kiém soat truy cap. Dé

kiém soat mot cach thich dang viéc truy cp toi cac ving nhay cam ctia ving xtr 1y va logic ciing
nhu ving dit liéu, cdc tudng lira phdi duge sir dung vi chiing c6 nhitng lya chon loc hon hgp. Cac
tuong lira ndy 1am viéc trén co sé cac bo loc goi dong (kiém soat theo trang thai) va c6 kha ning
giam sat khong chi cac goi don l¢, ma con ca cac dong giao tiép lién quan t6i nhidu goi. Cac b6 loc
go0i dong cho phep kiém tra tinh hop 1¢ cua cac ket nbi mang khong chi trén co sd cac qui tic khong
thay d6i ma con ca trén co sd cac quan hé giao tiép co tinh lich si.

Nho viée quan tri don gian va mém déo, cong nghé VLAN 1a hé thong duoc chon cho viée kiém
soat truy cap ti cac hé thong trong ving quan tri. Vi myc dich nay, tat ca cac hé thong doi hoi truy
cap t61 mot dich vu trong vung quan tri dugc tong hop dé tao ra mot phan mang ao (VLAN). Dé
tranh giao tiép khong mong muén gitra cac vung riéng biét thong qua cac VLAN cuia vung quan tri,

tat ca cac hé thong duoc lap dit mot giao dién mang thir hai ma giao dién nay co thé khong duoc st
dung cho bat ky muc dich nao khac ngoai muc dich quén tri va né dugc lap vé1 mot bo loc goi.

Viée sir dung cong nghé VLAN cho viéc két ndi moi ving ngoai trir quan tri khong dugc khuyén
cdo vi cac ly do an ninh.

Mang, ngw¢i str dung va cac dich vu bén ngoai

1.

Mirc mang 13 két ndi giita cac hé théng cta ha tang trung tim may tinh va cac dich vu bén ngoai
cling nhu nhiing ngudi sir dung cac mg dung CPDT. Mirc ndy bao gdm ca Internet, mang dién rong
chinh phu (CPNET) va cic mang extranet khac. Cac mang intranet ndi bo ciing tao nén mot phan
clia mirc mang. Hién nay c6 thé ton tai nhidu cong nghé khac nhau dang duoc sir dung. V& lau dai,
nén lya chon cac giao thire c6 kha nang lam cho hé thng co tinh twong hop.

. Tuy nhién, tir quan diém ha tang dbi véi mot img dung CPDT, giao tiép an toan va thyc thi véi

Internet, thi CPNET hodc extranet dong mot vai tro quan trong dé dam bao viéc truy cap tin ciy doi
v6i nguoi sir dung va cac dich vy bén ngoai. Khi thiét ké cac ing dung CPDT, d¢ rong bang thong

Vin phong Phdi hop Phat trién Méi truong Khoa hoc va Cong nghé, Bé Khoa hoc & Cong nghé Trang 19/47



An toan an ninh thong tin

08/2012

can thiét dé co thé van hanh va truy cap dé dang duoc cac tmg dung, dich vu can duoc luu tim téi.

3. An ninh rng dung

An ninh

May tram

Trinh dién

Tang trung gian

Truyén théng

Cac thanh phan tich hop

Nén tang / Phu tro

Kién trac Gmg dung theo mé hinh da ting

Céc g dung can duoc xay dung theo kién tric phan ting sao cho c6 sy tach biét nhau giita cac ting
nén tang/phu tro (hé diéu hanh, hé quan tri co s dir liéy, ...), tang trung gian (qui trinh nghiép vu va
céc thanh phan tich hop), ting trinh dién (trinh bay thong tin, dit liéu), tang may tram (cac cong cu ciia
may tram gitip cho viéc truy cip/hién thi/xir Iy thong tin, dir liéu cua ung dung). Bang cach nay, viéc
dam béo an ninh ciing dugc thuc hién theo cic ting twong tng.

Chuan vé an ninh tmg dung ISO/IEC 27034: An ninh tmg dung (du thao).

4. An ninh dién toan dam may (DTPM)

. An ninh PTPM (an ninh ddm méy) 1a mét linh vye tién hoa cta an ninh
imay tinh, an ninh mang va, & mirc do rong 16n hon, an ninh thong tin.
gNé tham chiéu t&i mot tap hop lon cac chinh sach, cac cong nghé, va
inhiing kiém soat dugc trién khai dé bao vé cac du liéu, cac ung dung va
tha tAng c6 lién quan t6i DPTPM. Pham vi anh hudng ciia an ninh DPTPM

'

'
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K&t noiva phan phoi

;le‘t trong vai linh vuc chung nhu: (1) An ninh va Tinh riéng tu; (2) Su
:tuan thit; (3) Phap 1y hodc Hop dong.
iKién trac cia DPTPM gbém 3 16p: Ha tang (IaaS) - Nén tang (PaaS) -
Phin mém (SaaS) - nhu mot dich vu:

TaaS chira toan bd cac tai nguyén ha tang trang thiét bi va phan
cling, cac tai nguyén 4o hoa (néu co), phan phdi cac két ndi vat Iy
va logic cho cac tai nguyén nay, cung cip mot tip hop cac APIs
cho phép quan 1y va tao nén su twong tac v6i ha ting ciia nguoi
su dung. N6 1a nén tang cua tat ca cac dich vu DM, Paa$S va SaaS
duoc xay 1an luot trén no, thira hudng moi rui ro an ninh cta no.
PaaS, so véi IaaS, bd sung thém 16p tich hop dé xdy dung cac
mg dung trén nén tang c6 san: PM trung gian, ngdn ngit & cong
cu lap trinh.

SaaS dua ra méi truong diéu hanh dé phan phdi cho ngudi sir
dung ndi dung, cach trinh bay, cac ing dung va kha nang quan ly.
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Ngoai van dé vé kién trac ra, mot loat cac linh vuc khac ma cac bén tham gia phai quan tdm nhu:

5 linh vuc vé quan 1y va nhitng chi din thyc hién: (1) Quan 1y rui ro cua doanh nghiép va chinh
phit; (2) Quan Iy lién quan t6i viée dé 16 vé dién tir va phap 1y; (3) Quén 1y sy tuan tha va kiém
toan; (4) Quan Iy vong doi thong tin, dir liéu tir khi tao cho t&i khi x6a; (5) Tinh kha chuyén va
tinh twong hop ma chi c6 thé giai quyét dugc bang cac chuan ma;

+ 7 linh vyuc hoat dong va nhitng chi dan thyc hién: (1) An ninh truyén thdng, tinh lién tuc, phuc
hdi tham hoa; (2) Van hanh trung tdm dir li€u; (3) Phan ung, thong bdo, xur 1y tinh huéng; 4)
An ninh tmg dung; (5) Ma héa va quan Iy khoa; (6) Nhan dang va quan 1y truy cap; (7) Ao hoa.

Ngudi sir dung phai luén danh gia cac rii ro c6 thé khi dua di liéu, ing dung - chtrc ning - qui trinh ra
bén ngoai va dit ra cac cau hoi dang nhu: Néu c¢6 su ¢d mat hodc 16 thong tin - dit liéu thi ai chiu trach
nhiém boi thuong va nhu thé nao? hoic Néu két thic hop d@)ng thi viéc chuyén cac dir liéu hodc tmg
dung tr¢ v€ v4i nguoi s dung hodc chuyén sang nha cung cap dam may khac nhu thé nao?

Hiéu khai quat vé kién triic, cung v4i 12 Iinh vyc trong tam song con, s€ cung cap mot nén tang virng
chic cho viéc danh gid, van hanh, quan 1y va ché ngy an ninh trong cac méi truong DTDM.

Ap dung chuan ISO/IEC 27036. Céc chi dan vé an ninh thué ngoai lam (du thao).

An toan an ninh trong DTPM c6 su phén chia trach nhiém gitta ngudi sir dung va nha cung cap dich
vu. Véi SaaS thi nha cung cap ki€ém soat hau nhu moi thtr, trong khi véi IaaS thi trach nhiém 16n vé
kiém sodat an toan an ninh thudc vé nguoi st dung.

Ngudl s dung dam may

Lép ung dung i

Paas
laas

Lép phan mém
trung gian

Saas

Lop hé diéu hanh

Paas o)

laaS

- =
Nha cung cap dam may

Pham vi kiém soat dugc phan chia gitta nha cung cap va nguoi st dung
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Nguoi sir dung
dam may

Nha kiém todan
dam may
Kiémn todan
an ninh

Ki€m toan
tac déng tai
tinh riéng tur

Kiém todn
hiéu nang

Nha cung cdp dam may

Nha moi gidi

Dan phéi dich vu \ dam may
Quan ly
Lap dich vu dich vu
dam may
Saas :
Trung gian
dich wvu
Paas
Hb tro
: =
nghiép vu - 3
laas ] -E E' Téng hop
- dich vu
E @ i '
Ldp ki€m sodt va [ =~
i : 2 Cép phat/
a0 hoa tai nguyén E L
Cau hinh E Bubn
Lap tai nguyén vat ly L i
y
Phan cimg Tinh kha chuyen [
Tinh tuong hop
Trang thiét bi

Nha van chuyén dam may

Mo hinh tham chiéu khai niém két hop: so do tich hop cuia cac thanh phan hé théng, t6 chuc va qui

trinh trong BPTHM

Nhiéu tdc nhan tham gia trong PTPM. Vi vay rat can xem xét té1 moi quan h¢ cua nguoi st dung voi

cac bén lién quan.

Tac nhan

Dinh nghia

Nguoi st dung

Mot nguodi hodc to chue duy tri mot moi quan hé nghiép vu vai, va st dung dich vu

dam may tir, cac nha cung cap ddm may.
Nha cung cap| Mot nguoi, té chirc hodc thuc thé co6 trach nhiém lam cho mdt dich vu san sang cho
dam may cac bén c6 quan tam.

Nha kiém toan

Mot bén c6 thé tién hanh danh gia doc lap vé cac dich vu dam may, cac hoat dong

dam may hé thong thong tin, hi¢u ndng va an ninh cua trién khai dadm may.
Nha moi gidi| Mot thue thé quan ly sir dung, hi€u nang va phan phodi cac dich vu ddm may, va
dam may thuong thdo cdc moi quan h¢ gitra cac nha cung cap dam may va nhiing nguoi st

dung dam may.

Nha véan chuyén
dam may

Mot nguoi trung gian cung cap két noi va giao thong cua céc dich vu ddm may tr
cac nha cung cap ddm may cho nhiing nguodi st dung ddm may.

Cac tuong tac cua

nguoi st dung voi cac tdc nhan khac trong DPTPM tao ra cac kich ban twong tac

khac nhau, c6 anh hudng td1 an toan an ninh céc dich vu DPTBM.
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-

Mha van chuy&n dam may

-ﬁ:-:g:iﬁpﬂ--ﬂy]

s Dudng giao tiép gitta mét nha cung cdp dam may va mét nguoi sir dung dam may
s====  Pudng giao tiép cho mét nha kiém toan dam may thu thap cic théng tin kiém toan
g Purdng giao tiép cho mét nha mai gigi ddm may cung c¢dp dich vu cho mét nguai st dung dam may
An ninh chudi cung tng - thué ngoai khi c¢6 nhiéu bén tham gia. Ngudi str dung phai luén danh gia rii
ro ddi voi cac dix liéu ctia minh khi dit 1én dam may. Nguoi st dung luon phai dat cau héi: Li¢u co rat
dugc cac dit liéu ctia minh ra khoi ddm méy nay dé chuyén sang dam may khac duoc khong, cho du
cac dam may khac nhau cta cac nha cung cap khac nhau véi cac cong nghé duogc sir dung khac nhau.

SLA 1 SLA 2
Mha cung cap dam may Mha vin chuyén dam may

Mha cung cap dam may 1 ]

Mha cung cap dam may 2 ]

SLA gitra ngudi s dung dam may va nha cung cap dam may
SLA giira nha cung cip dam may va nha van chuyén dim may

SLA: Théa thuan murc dich vu (Service Level Agreement).

Nha cung cap dam may ]

/

mﬂ;—m-u—_-ﬂr I
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Pé c6 thém thong tin vé trach nhiém cua timg tac nhan khi tham gia vao PTPM, xem “Kién trac tham
chiéu Dién toan Pam may ciia NIST. Nhitng khuyén cdo ctia Vién Tiéu chuan va Cong nghé Qudc gia.
Vién Tiéu chuan va Céng nghé Qudc gia, My - NIST”. Thang 09/2011. 35 trang. Cac tac gia: Fang Liu,
Jin Tong, Jian Mao, Robert Bohn, John Messina, Lee Badger va Dawn Leaf.

URL: http://ubuntuone.com/0rqn2jSSyfK VKF6ZuEwYHC

5. An ninh théng tin dir liéu

Pam bao an ninh cho ha ting hé théng,  Mucdichbaove Muc dich bao vé - béo vé céc thang tin gilfa céc déi tac:

. , R .. bdo mét, toan ven, xac thue, sn sang
cho cac ung dung khong ngoair muc Cac loai yéu ciu bao vé * Céc loai yéu cau bao vé - phénloai cac yéu cdu bdové khang,

tiéu cudi cung la dé dam bao an ninh cho HER g BN 0R0 RN o
Kich ban tuong tac - cho cac dich vu: théng tin, truyén théng,

thong tin dir licu (TTDL) va dong luan  Kichban tuongtac o
chuyén, luu trir cia chung.
Mot vi du Vé thanh phé_n co ban an ninh Bao mat Ung dung C&c tidu chudn dap (ng theo yéu cAu cla ing dung nhu lugt,

* tigu chudn bdo méat khuyén cdo vabdo méat dliéu

dir liéu DSC (Data Security Component)
bao gom nhiém vu dam bdo an ninh cho:

, . e A A Dich vu Bao méat Dich vy bdo mat hé tre ing dung bdo vé ddi liéu / ngudn luc /
. nhu bdo mat thu dién i/ van ban ky (ki /kigm tra chii ky)
1. Cac giao ti€p truyén thong dua §
trén web (may tram/may chu)
2. Cac g1ao tlep bang thu dl@l’l tu. Bao mat truyén tai Giao thirc, giao tidp va dinh dang trao déi cho phép va/hodc hé
3. Cac chiic néng vé an ninh cho hé + tro truyén t&i théng tin bdo mét, nhu SSL/ TLS
thong phu trg (backend).
DSC dam bao cic muc tiéu Vé an ninh Co ché bao mat Céc co ché co ban va dinh dang di liéu, vi du nhu ching thu s8,
R ¢ ’ * danh sach ching thu bi thu hdi, khoa
sau day:
1. Tinh bi mat cua TTDL, ca duogc
A \ ~ Ha tang bao mat Céc cu kién ha tdng va giao thic chdp nhan hé tro truyén théng
truyen va du’(_TC luu trir. _} tin cay. nhu PKI, dich vu tem théi gian, thu muc, LDAP, OCSF
2. Tinh toan ven cua TTDL, ca
dlf'O’C truyAen V;a du(_)’,c luu trur. . , Cac phuong thic Cac guy trinh va phuong thire ma hoa va gidi thuat, vi du nhu
3. Rang bugc tinh x4c thuc va c6  mahoa s ham bam, phuong thik bat d6i xtng v doi xing
thé chimg minh dugc.
4. Xac thuc - ho trQ cac ICI'Ilg dung Phan mém Bao mat va Céac phan mém va phan cing d&c biét phuc vu cho muc dich bdo

phan cimg bao mét » mét nhu: théthéng minhva cac dau doc kém theo phan mém

dua trén web va khiac vdéi cac Shuass kBt il et

phuong phéap xac thuc khéac nhau.

M0 hinh cho cac chuan an ninh thong tin dir li¢u
Trén thuc té, tuy vao muc dich bado v¢, mirc do bdo v€ va nhiéu yéu t6 khac, mot mo hinh cho cac
chuan an ninh dugc thiét 1ap. Dya vao mo hinh nay dé tién hanh cac cach thirc bao vé an ninh phu hop.

6. Chuan héa nhw mét bién phap ting cwong an ninh théng tin div liéu

Viéc chudn héa dugc tién hanh theo tat ca cac 16p kién trac cia hé thong thong tin.
1. Lép nghiép vu: Chuan héa qui trinh nghiép vy, chudn héa cac thii tuc hanh chinh thong qua viée
mo hinh hoa chiing bang cac cong cu tiéu chuan UML (Unified Modeling Language).
2. Lop thong tin: M6 hinh hoéa dir 1i¢u va chuan hoa dir liéu.
a) C6 2 mo hinh dir liéu: mé hinh dit liéu chung (duoc sir dung lai trong nhiéu linh vuc tmg
dung khac nhau) va mo6 hinh dir li¢u dac thu (thuong dugc sir dung chi trong mdt linh vuc),
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stt dung UML dé mo hinh hoa dir liéu.

b) Tinh twong hop bao gdm tinh twong hop vé t6 chic, vé k¥ thuat va vé ngir nghia. Chuan héa
dir liéu dé dat duoc tinh tuong hop. St dung ngdn ngir danh dau siéu van ban mo rong XML
(Extensible Markup Language) dé chuan héa viéc trao ddi va sir dung cac dir lidu trao doi
d6. Chuan héa cac mo hinh dir liéu ddc thu phai 1a wu tién trong chinh phu dién tir (CPDT).
Tuy vay, viéc st dung XML dé 1am chuén cho viéc trao doi dir liéu 1a khong du dé dam bao
cho tinh twong hop, nhit 1a tinh twong hop vé t6 chtic. Tinh twong hop vé t6 chic trude tién
xac dinh khi ndo va vi sao céac dit liéu nao d6 duoc trao déi. Trong tinh tuong hop vé to
chire, cac qui trinh 13 két qua ciia viéc trao ddi cac dit liéu duoc phdi hop cung véi khung
phap 1y tham chiéu (nhu viée xdy dung luat va cac qui dinh).

3. Lép ha tang bam bao cho dong thong tin chuyén dong trong hé théng duoc an toan va thong
sudt. Ha ting mang may tinh duogc thiét ké theo cac vung va viéc quan ly an ninh truy cap gitia
cac vung duoc dit 1én hang dau. Nhiéu phan chuan hoa vé an ninh duoc thyc hién cho 16p nay.

4. Lop ung dung: Cac module thanh phén, cac tng dung - dich vu dung chung, kién trac phén
mém tham chiéu nhu cidc mo hinh kién trac thanh phan, SOA, SaaS, “dién toan dam may”...
4Ung v&i mdi md hinh kién trac, sé ¢6 nhiing khac biét nhét dinh dic trung cho kién trac do.

a) Viéc chuan hoa ¢ day co thé lién quan t&i hau hét cac linh vuc dugc thé hién trong mot GIF
(Government Interoperability Framework), thuong duogc chia thanh céc linh vyc nhu: (1)
két n6i ndi bo, (2) tich hop dit liéu, (3) truy cap dir liéu va trinh dién, (4) an ninh, (5) cac
dich vu web, (6) siéu dir liéu, co thé c6 thém (7) khu vuc cac nghi¢p vu...

b) Viéc chuan hoa ciing c6 thé duoc thyc hién thong qua viée két hop véi kién tric tong thé
thuong thdy trong cac NEA (National Enterprise Architecture). Theo cach nay thi cac chuan
dugc phan loai theo céc kién triac phan tang.

5. Lép cong nghé: Chuan cho cac loai cong nghé - mé hinh kién tric phan mém tham chiéu dugc
Iwa chon (thanh phan, SOA, SaaS, “dam may”...) nham dam bao cho tinh twong hop, tinh sir
dung lai dugc, tinh mé, an ninh, mé rong theo pham vi, tinh riéng tu, ho tro thi truong... Pua ra
bd chuan lua chon theo vong doi ctia chuan cho:

a) Kién trac tmg dung, dich vu c6 va khong c¢6 phan mém trung gian

b) Phan mém mdy tram - truy cdp thong tin dua trén web/mdy tinh/dién thoai di dong/PDA/tir
cac hé thong bén ngoai

¢) Viéc trinh dién, xtr 1y thong tin d6i véi cac loai thiét bj néu trén.

d) Giao tiép: chon céc giao thuc cho phén mém trung gian, mang, ng dung, dich vu thu muc,
dich vu dia ly.

e) Két ndi téi backend.

f) Céc chuan vé an ninh dit liéu - mé hinh cho cac chuan an ninh thong tin dir liéu.

Vong doi cua cac chuin thuong duoc st dung dé cac chuén duoc lién tuc cap nhat theo su tién hoa cua
cong nghé va hién trang nén CNTT-TT ciia noi ap dung. Vi vy cac chuan thuong dugc phan loai theo
céc tinh trang dang nhu: “bét budc sir dung”, “khuyén cao sir dung” va “dang dugc theo ddi”.

7. Chuan mé la mét bién phap dam bao an ninh théng tin di¥ liéu

1. Pinh nghia chuan mé: C6 nhi€u dinh nghia khac nhau vé€ chuan mé. Tuy nhién c6 mot so diém
chung nhu sau:
a) Tiéu chuan duoc 4p dung va dugc mdt to6 chirc phi logi nhuadn duy tri, va sy phat trién hién
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hanh ciia n6 dién ra trén co s& ctia mot thi tuc ra quyét dinh ma, sin sang cho tat ca cac bén
¢6 quan tam (quyét dinh dong thuan hodc theo sb dong...).

b) Tiéu chudn da duoc xuat ban va tai liéu dic ta cta chuan 1a sin sang hodc mot cach tu do
hodc voi mot phi twong trung. TAt ca moi nguoi phai dugc phép sao chép, phan phdi va st
dung n6 ma khéng mat phi hoic véi mot phi tuong trung.

¢) S& hitu tri tué - nghia 13, cac bang sang ché c6 thé 1a co - dbi vi (cac phan) tiéu chudn va
dugc 1am cho sin sang khong thé hity bo dugc trén co s¢ khong cé phi ban quyén.

d) Khong co bat ky rang budc nio trong viéc sir dung lai tiéu chuan dé.

2. Vi sao an ninh dugc dam bao t6t hon khi st dung cac chuan mé?

a) Khong bi khoa tréi vao nha cung cép dac biét nao

b) Béao toan TTDL cho lau dai

¢) Pam bao tinh twong hop lién thong ciia TTDL trong cac hé thdng

d) Dé dang chuyén TTDL tir hé thong nay sang hé thong khac

e) Khuyén khich d6i méi sang tao, tang suc canh tranh, lam ha gia thanh san phém...

3. Tinh twong hop (tinh twong thich lién thong) 14 yéu té séng con cho CPDT

a) Dinh nghia: Tinh tuong hop, ¢ nghia rdng, la kha nang cac bén tham gia lam viéc dugc vdi
nhau. Vé khia canh k¥ thuat, ddy 13 kha ning cta 2 hoic nhiéu hé thong hodc thanh phan
CNTT-TT trao dbi thong tin va sir dung cac thong tin duoc trao doi d6 nham muc dich cai
thién viéc diéu hanh va quan ly cua chinh phu. Vi dac diém vé t6 chirc ciia mot chinh phu
ludn duge tao nén tir nhiéu bd, nganh, tinh ma tai mdi noi nay déu c6 nhimng hé thong thong
tin ctia minh nén tinh twong hop 13 mot trong nhitng yéu t6 quan trong mang tinh séng con
trong viéc xay dung CPDT.

Tinh tuong hop thuc su — Ipteropere}bility ' Tinh tuong hop cuc bd — Intraoperability

Chung ta nén theo - san choi cho moi nguoi Chuing ta nén tranh - Khoéa troi vao nha cung cip
b) Tdn tai tinh trong hop vé t6 chic, cong nghé va ngir nghia.
c¢) Trong thuc té, ton tai 2 khai niém: tinh tuong hop cuc bd va tinh twong hop thuce su.
d) Chuan mé 13 yéu t6 quan trong trong bét ky khung twong hop GIF nao. Chuin mo 13 xwong

séng cua mot tiép can dua trén dich vu cho tinh tuong hop CPDT.

4. Vi dy ndi bat vé chuan mé chinh 13 giao thie TCP/IP cia Internet, c6 xuit x{r tir mang

ARPANET ctia B6 qudc phong M.
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8. M6 hinh dé chin an ninh khéng gian mang

Mot trong nhimg mé hinh dugc st dung pho bién hién nay dé danh gia tiém lyc tan cong va phong thu
vé an ninh khong gian mang (ANKGM) va chién tranh khong gian mang (CTKGM) ciia cac quoc gia
trén thé gioi 1a mo hinh d6 chin ANKGM.

8.1. Dac diém cua cac phan mém ddc hai cao cap ngay nay

Ngay nay, buc tranh cua cac mdi de doa ANKGM da khac so vai trude kia, da c6 mot dong moi cac
cuoc TCKGM la cao cap, c6 dich ngam va dya vao cac 16i ngay

so 0 ctia cac phan mém. C6 thé mo ta dic diém cua cac phan
mém doc hai ngay nay so véi trudc kia nhu sau: Gidu  Khong biét Cédich  Thubng

Vé mire d¢ gidu giém: Tir cac phan mém doc hai dugc biét mot M R
cach cong khai tién téi cac phén mém doc hai dugc gidu giém
cao d¢ va thuong duoc che giau nguy trang kheo Ico.

Ve mirc do nhan biét: Tir cac phan mém doc hai nham vao Phan mém déc hai cao cap
nhiing chd bi ton thuong co thé nhan biét duoc ma chua dugc
vé tién toi céac ph?ln mém doc hai nham vao nhiing chd bi tén
thuong chua timg duoc biét, nhitng 16i ngay s 0, nhimng 15i
phan mém chua timg dugc va trude do.

Vé mite dg réng rdi: T cac phan mém doc hai c6 muc dich
chung mot cach rong rai vdi cac nan nhan la nhirng nguoi vo

tinh bi roi vao bay tién t6i cac phan mém doc hai ¢ dich ngam mg ~ Diétduoc — Rong
cu thé, vao mot phan mém cu thé, thdm chi cia mdt hang san R N

A L Ry A A A R THONG THUONG
xuat cu thé véi “nhirng nan nhan can quan tdm dac bi¢t”.

Vé mirc dé thuong truc: Tur cac phén mém doc hai dugc tao ra

dé £ay tac hai mot lan tién toi cac phan mém doc hai tac dong thudng truc lién tuc voi ma ngudn cia
phan mém doc hai duoc cap nhat va duy tri lién tuc dé gy ra sy ding hoat dong dai han cua ca hé
théng.

8.2. M6 hinh d6 chin ANKGM

M5 hinh d¢ chin ANKGM véi 5 giai MO HINH PO CHIN AN NINH KHONG GIAN MANG

doan hudng t&1 sy dan hoi chong lai

cac cudc TCKGM trai tir cac moi de I\IQHLfONCUG? C
doa thong thuong t6i moi de doa D6 dan héi
thuong tryc cao cap, trai tur vigc /

\ n e L 2 . g / /gj
hanh dong doi phé bang tay trudéc $ / . T:'U‘?c',ﬁgggfrc
cac cuoc TCKGM cho t6i viée dam = Hau ik CAO CAP
bao d) dan hoi cua toan by hé thong. 2 céc t6 chuc 0—

e ~ y , A Ae 7 ) Mél DE DOA
G’ml nghla cac muc do doi pho voi I — o> T
cac cugc TCKGM - — //

E. Moi nguoi dua vao viéc tuan theo Bi-lanh lg/ Toc dy:cta hanh dpng
L o 9 ® G
Poéi pho & Dua vao Biic tranh Phong thua T6 chic cé
bang tay céc céng cu tich hop déng doé dan héi
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hoc thuyét va 1am cach tot nhat ho ¢ thé dé “dap tit lua”.
D. Ap dung ting phan cac cong cu va cong nghé dé hd trg moi ngudi d6i phod duge nhanh hon véi cac
cuoc TCKGM.
C. Hé thong duoc tich hop voi trong tim hudng vao tinh twong hop va cac tiéu chuan trao d6i dit liéu
vé nhan thirc tinh hudng bao an thong tin.
B. Lanh le va du doan trude dugce cac tinh huéng lién quan t61 ANKGM va cac cugc TCKGM, dua ra
chinh sach nhanh chong va chuyén nghiép, lam sang t6 cac su kién va giup nhitng ngudi van hanh tim,
stra va nham vao viéc ddi pho lai.
A. Dy doan truge dugc cac tinh huéng va tép trung vao nhiém vy, 6 lép duoc va chiu dung duoc thiét
hai néu c6, ddm bao an ninh cho cac chudi cung (mg va bao vé cac ha tang sdng con chii chét dé van
hanh qua duoc cac cudc TCKGM.

Xép hang theo mé hinh d6 chin ANKGM ctia 23 qudc gia duge khao sat thang 0-2/2012

Diém  Quécgia  Hocthuyét/ C6CERT* Thamgia  Chihuy Dién tap
toi da la Chién luge quoc gia cong dong ANKGM ANKGM
5 ANKGM CERT?* qudc gia
Phan Lan Co Co Co
4.5/5 Israel q Co Co Co Co
Thuy Pién C6 C6 Co Co
Pan Mach Co Co
Estonia C6 - 2008 C Co Co
Phap C6-2011 C6 Co C6
Puc C6-2011 Co Co Co
Ha Lan C6-2011 Co Co Co
Tay Ban Nha Co Co Co
10/5 Anh C6-2011 Co Co C6o Co
My C6-2011 Co Co Co Co
Uc C6 - 2009 C6
Ao Co Co
Canada Co Co Co
3.5/5 Nhat Cé Cé Co Cé
Trung Qudc Co Co C6
Y Co Co
Balan Co Co Co
3.055 Nga Co Co Co Co
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Piém  Quécgia  Hocthuyét/ C6CERT* Thamgia  Chihuy Dién tap
toi da la Chién luge quoc gia cong dong  ANKGM ANKGM
5 ANKGM CERT* quoc gia
2.5/5 Brazil Co Co Co Co
An Do Co
Rumani Co Co Co
2.0/5 | Mexico

* CERT: Doi g ctru khan cap su ¢6 may tinh.

8.3. Lwu y quan trong tir mé hinh dé chin ANKGM

Trong mutrc C ciia md hinh d¢ chin ANKGM nhin manh t6i tinh tuong hop cua hé thong thong tin va
céc tiéu chuan trao d6i dir liéu vé nhan thire tinh hudng bao an thong tin. Diéu nay go1y rang:

1. Dé co duge nhing thong tin kip thoi, chinh xac nham d6i pho voi sy viéc mat an ninh theo mot
cach théng nhat giira tit ca cac bén tham gia trong viéc dam bao an toan an ninh cac hé thong
thong tin, thi tinh twong hop va cac tiéu chuan dya vao sy trao d6i dir liéu vé nhan thirc tinh
hubng bao an thong tin 1a mot yéu té sdng con.

2. Viéc khong dat dugc tinh twong hop dya vao cac tiéu chun trao d6i dit liéu vé& nhan thirc tinh
huéng bao an thong tin & mirc C thi s& khong thé tién t6i cdc mirc cao hon B va A trong mé hinh
d6 chin ANKGM duoc. No6i cach khac, néu khong dat duge tinh twong hop thi hé thong thong
tin khong bao gio dat dugc mirc C trong mo hinh do chin ANKGM dugc.

3. Khi xdy dung cac hé thong thong tin hudng téi CPDT, nén két hop voi mé hinh do chin
ANKGM, dic biét d6i voi cac bén co trach nhiém tham gia trong viéc dam bao an toan an ninh
céc hé thong thong tin, dé vira dat duoc cac myc tiéu vé giai quyét cac van dé nghiép vu ciing
nhu cac muc tiéu vé an ninh cta toan bd hé théng thong qua viéc dam bao tinh twong hop cho
cac thong tin - dir liéu dua vao céc tiéu chuén mé.

Xem thém: Giéi thiéu so lwge md hinh d6 chin an ninh khong gian mang dé 6 chi tiét hon vé md hinh
do chin ANKGM

9. Nguén cua cdac méi de doa va dang céc 16 héng thwong gap vé an ninh

Céac ngudn cua cac mdi de doa an ninh khong gian mang va cc dang khai thac c6 lién quan t6i an ninh
khong gian mang thuong gap hién nay.
Céc dang khac nhau cta nhitng mbi de doa tir nhiéu ngudn c6 thé anh huong bét loi cho:
+  Cac may tinh, phin mém, mang,
¢ Cac hoat dong cua mdt co quan, mot nén cong nghiép, hodc ban than Internet.
Cac moéi de doa khong gian mang c6 thé 13 v6 tinh hodc ¢b ¥.
+  Cac mbi de doa do vo tinh c6 thé gay ra bang viéc nang cap phan mém hoic duy tri cac thu tuc
ma chiing gdy ngit quing mot cach vo tinh cho cac hé thong.
+  Cac mbi de doa ¢ y gdbm ca cac cudc tan cong co chu dich va khong ¢ chu dich. Cac cudce tan
cong co thé t&i tir mot loat cac nguén, bao gém cac nhom tdi pham, céc tin tic, va cac tén
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khing b6...

9.1. Tac nhan cta cac méi de doa vé an ninh khéng gian mang

Mbi de doa

Mo ta

Nhiing nguoi
van hanh cac
botnet

Nhirng ngudi van hanh cac botnet sir dung mot mang — botnet cia cac may tinh bi ton
thuong, bi kiém soat tir xa dé phan phdi cac cudc tin cong theo ké hoach bang
phishing, spam, va phan mem doc hai. Cac dich vu cua cac mang nay doi khi dugc lam
san trén cac thi truong ngam (nhu, viéc mua saim mot cudc tAn cong tir chdi dich vu
hodc cac may chii dé sap dat cac cudc tin cong bang spam hodc phishing).

Cac nhoém toi
pham

Cac nhom toi pham tim cac hé théng dé tin cong va lay tién. Dic biét, cac nhom toi
pham c6 t6 chtrc st dung spam, phishing, va phan mém gian diép/phan mém doc hai
dé pham 01 an trom nhan dang va gia mao tryc tuyén. Bon gian di€p cua cac t6 chirc
qudc té va céac to chirc toi pham c6 t6 chirc cling dat ra mdi de doa cho qudc gia thong
qua kha nang cua ching tlen hanh gian di€p cong nghi€p va pham t0i an trom ¢ pham
vi 16n va thué hodc phat trién cac tai ning tin tic.

Céc tin tdc dot nhap vao cac mang voi myuc dich nhu lam rung dong thach thirc, khoe
khoang céc quyén trong cong dong tin tic, tra thi, 1én sin dudi nhitng nguoi khac, lay
tién va nhiing 1y do khac. Trong khi dé gianh dugc sy truy cap khong dugc phép timg
doi hoi mot s6 luong kha cac ky nang hodc tri thire vé may tinh, thi cac tin tic bay gid
tai cac script va cac giao thire tn cong Ve tir Internet va tung chung ra chéng lai cac
site nan nhan. Vi thé, khi cac cong cu tan cong da tré nén tinh vi phtc tap hon, thi
chiing ciing tré nén dé dang sir dung hon. Theo Cuc Tinh bao Trung wong My — CIA,
da s 10n céc tin tic khong c6 dugc su tinh thong can thiét dé de doa cac muc tiéu kho
khan nhu cac mang song con cua quoc gia. Tuy nhién, so lwong céc tin tic trén thé gioi
dit ra mot moi de doa khé cao dbi voi mot sy d6 v ngdn han va bi cach ly gay ra ton
that nghiém trong.

Cac tin tac
Nguoi  bén
trong

Nguoi bén trong t6 chirc bat min 1a mot ngudn co ban cta t6i pham may tinh. Nhimg
nguoi bén trong co thé khong can nhiéu hiéu biét vé nhitng thAm nhép trai phép ciia
may tinh vi hiéu biét cia ho vé mot hé théng dich thuong cho phép ho gianh dugc su
truy cap khong giéi han dé gy thiét hai cho hé thong hodc an cap cac dir liéu he
théng. Mdi de doa ciia ngudi bén trong ciing bao gdm céac nha thau duoc to chuc thué,
cling nhu cac nhan vién ma ngu nhién dua phan mém doc hai vao trong hé thong.

Céc quoc gia

Céc qudc gia sir dung cac cong cu khong gian mang nhur mot phﬁn cua cac hoat dong
thu thap va gian diép thong tin va/hodc pha hoai ctia ho. Mot s6 quéc gia dang 1am
viéc tich cuc dé phat trién hoc thuyét, cac chwong trinh va cac kha nang cua chién
tranh thong tin. Nhimg kha nang nhu vay cho phep mot thyuc thé don nhat ¢6 dugc tac
dong dang ké va nghiém tic bang viéc pha hoai cac ha tang cung tng, truyen thong va
kinh t& ma chung ho trg cho sirc manh quan sy — nhiing tac dong ma co thé anh hudng
cho nhitng cudc séng hang ngay cua cac cong dan trén khip dat nude. Cac sau dic biét
nguy hiém do nha nudc tai tro nhu Stuxnet, Duqu, Flame... khéng chi ¢6 chirc ning
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M&bi de doa

Mo ta

gian di€p thong tin, ma con pha hoai cac co sé ha tang song con cua mdt qudc gia.

Nhiing nguoi
danh phishing

Cac ca nhan, hodc cac nhom nho, thyc hién cac ké hoach phishing véi mong muén an
cip cac nhan dang hoic thong tin dé 14y tién. Nhirng nguoi danh phishing cting c6 thé
sir dung spam va cac phdn mém gian diép/phan mém doc hai dé hoan thanh cic muc
tiéu cua ho.

Nhitng nguoi
danh spam

Cac ca nhan hodc cac t6 chtrc phan ph01 thu dién tr khong theo yéu cau voi nhimng
thong tin an hodc sai dé ban cac san pham, tién hanh cac ké hoach phishing, phan phdi
cac phan mém gian diép/phan mém ddc hai, hodc tin cong céac t6 chirc (nhu, tin cong
tir chdi dich vu).

Cac tac gia
cua phan
mém gian
diép/phan
mém doc hai

Cac c4 nhan hodc t6 chic v6i du dinh doc hai trién khai cac cudc tin cong chéng lai
nhitng nguoi sir dung bang viéc san xuit va phan phdi cic phan mém gian diép va
phan mém doc hai. Mot s virus va sdu may tinh c6 tinh pha hoai da lam hong cac tép
va cac 0 dia cung, bao gébm ca Melissa Macro Virus, sau Explore.Zip, CIH
(Chernobyl) Virus, Nimda, Code Red, Slammer, va Blaster...

Nhitng k¢
khung bo

Nhirng ke khung b tim dé pha hity, vo hiéu hoa, hodc khai thac cac ha tang song con
dé de doa an ninh qudc gia, gy ra nhiing thiét hai hang loat, 1am yéu di nén kinh té, va
gay thiét hai vé dao dirc va sy tin cdy vao nha nudc. Nhimg ké khing bd c6 thé st
dung cac ké hoach phishing hodc phan mém gian diép/phan mém doc hai dé lam tién
hodc thu thip nhitng thong tin nhay cam.

uvong My CIA,

Céc ngudn: Cac phan tich cua Van phong Kiém toan Lién bang My (GAO) trén cac dir liéu tir Giam
dbc Tinh bao Qudc gia, B6 Tu phap, Van phong Diéu tra Lién bang My FBI, Co quan Tinh bao Trung

va Trung tdm Diéu phdi CERT cua Vién K thuat Phin mém.

Céc dang khac nhau vé cac méi de doa khong gian mang c6 thé sir dung mét loat cac khai thac khong
gian mang c6 kha ning anh hudng bét loi cho cac may tinh, phin mém, mang, cac hoat dong ciia co
quan, cua nén cong nghiép, hodc cla ban than Internet (xem Bang bén dudi). Cac nhom hodc cac cé
nhan co thé trién khai mot cach c6 chi ¥ nhitng khai thac khong gian mang nham vao mot tai san
khong gian mang cu thé nao do6 hodc tin cong thong qua Internet c6 sur dung virus, sau, hodc phén mém
doc hai ma khong co6 muyc tiéu cu thé nao.

9.2. Mot s6 dang khai thac 16 hdng an ninh khéng gian mang thwong gap

Dang khai
thac

Mo ta

T  choi

dich vu

Mot phuong phap tin cong tir mot nguén don nhat ma tir chdi su truy cap hé théng d6i
v6i nhitng ngudi sir dung hop phép bing viée gdy tran ngdp mdy tinh dich v6i cac thong
di¢p va can tr¢ giao théng hop phap. N6 co thé ngan can mot hé théng dé no khong co
kha nang trao ddi cac dix liéu v6i cac hé thong khéc hodc sur dung Internet.

T  choi

Mot bién thé cua tan cong tir choi dich vu c6 str dung mot cudc tan cong dugc phoi hop
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Dang khai
thac

Mo ta

dich
phan tan

vu

tir mot hé thong cdc may tinh phan tan hon 13 tir mot ngudn don nhat. N6 thuong sir dung
cac sau d¢ lan truyén ra nhiéu may tinh dé cac may tinh nay sau do6 tan cong muc ticu.

Cong
khai thac

cu

Céc cong cu c6 san mdt cach cong khai va tinh vi phirc tap ma nhitng ké thAm nhap trai
phép voi cac muce do vé ki nang khac nhau c6 thé stir dung dé xac dinh nhiing cho bi ton
thuong va thdm nhép vao cac h¢ thong muc tiéu.

Bom Logic

Mot dang phé hoai trong d6 mdt 1ap trinh vién chén ma va ma nay lam cho chuong trinh
thyc thi mot hanh dong phé hoai khi mdt s6 su ki¢n kich hoat xay ra, nhu vi¢c két thic
viéc lam cua lap trinh vién.

Phishing

Viéc tao va sir dung cac thu dién tir va cac website — duoc thiét ké dé trong giéng nhu
cac doanh nghiép, cac co quan tai chinh va cac co quan chinh phi hop phap néi tiéng —
dé Iira dbi nhitng nguoi st dung Internet phoi cac dir liéu ca nhan cta ho ra, nhu cac
thong tin va cdc mat khau tai khoan tai chinh va ngan hang. Nhiing ké dénh phishing sau
d6 st dung cac thong tin nay cho nhiing muc dich t61 pham, nhu an trom va lura gat.

Ké hit goi
(Sniffer)

Déng nghia vo1 ké hit cac goi. Mot chuong trinh chan cac dir liéu dugc dinh myén va
kiém tra ting goi dé tim cac thong tin dac biét, nhu cac mat khau dugc truyén ¢ dang cac
van ban r0 rang.

Ngua
Trojan

Mot chwong trinh may tinh gidu ma doc hai. Mot ngua Trojan thuong nguy trang nhu
mot chuong trinh hiru dung ma ngudi st dung c6 thé mong mudn dé chay.

Virus

Mot chuong trinh 1ay nhiém cho cac tép mdy tinh, thuong 1a cac chuong trinh c6 thé
chay dugc, bfmg viéc chén mot ban sao ctia chinh né vao t¢p do. Cac ban sao thuong
chay dugc khi tép bi lay nhiém duoc tai vao bo nhd, cho phép virus 1y nhiém cac tép
khac. Khong giéng nhu mot sdu may tinh, mot virus doi hoi sy lién quan cta con ngudi
(thwong khong c6 cha tim) dé nhan gidng.

Vishing

Phuong phap cta phishing dya trén cong nghé cua giao thirc tiéng noi qua Internet
(VoIP) va phan mém cua trung tim gol ngudn md ma da lam cho no thanh khong dat gia
cho nhiing ké muu dd bat luong dé thiét 1ap céc trung tdm goi dién thoai va bon tdi pham
gui di cac théng diép thu dién tr va van ban téi cac nan nhan tiém ning, néi di c6 mot
van dé vé an ninh, va ho can goi cho ngin hang cta ho dé kich hoat lai mot thé tin dung
hoic thé no, hoic giri cac théng diép vin ban tdi cac may tinh cim tay, ra 1énh cho nhiing
nan nhan tiém ning dé lién hé véi cac ngan hang truc tuyén gia mao dé thay méi lai cac
tai khoan cua ho.

Lai  chién
tranh (War
driving)

Phuong phép thim nhap vao cac mang may tinh khong day bang viéc sir dung mot may
tinh xé4ch tay, ang ten, va by adapter ctia mang khong day lién quan téi viée tuan tra cac
vi tri d€ gianh dugc sy tham nhép trai phép.

Sau
(Worm)

Mot chuong trinh may tinh doc 18p ma nd tai sinh béng viéc tu sao chép no tur hé théng
nay sang hé thong khac qua mang. Khong giong nhu nhimg virus mdy tinh, cac sau
khong doi hdi su lién quan cia con ngudi dé nhan giong.
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Dang khai
thac

Mo ta

Khai

ngay sb 0
(Zero-day)

thac

Moi de doa khong gian mang tan dung mdt chd bi ton thuwong vé an ninh trong cling ngay
ma cho bi ton thuwong do dugc biét doi voi cong chung nodi chung va doi voi no thi con
chua c6 ban stra 161 nao cé san.

Céac ngudn: Cac phan tich dit liéu ciia Van phong Kiém toan Lién bang My (GAO) va tir cac bao céo
cua gidi cong nghi¢p.

9.3. Nhivng van dé lién quan khac t&i an ninh

M01 de doa vé an ninh xuét phat tir chudi cung Ung san pham giai phap, ca phan ctng, phan
mém va cac thiét bi vién thong - nhirng thanh phan khong thé thiéu ctia hé thong thong tin ciing
dang ndi 1én nhu mot cha dé nong hién nay tai mot sd quoc gia trén thé gi6i.

Luat Yéu nudc cia My: Luat Yéu nudc cua My yéu cau mot cong ty My (hodc céac chi
nhanh cua nd) phai truyén tay gan nhu tit ca cac dir liéu cong ty cb vé ngudi st dung theo yéu

cau cua cic co quan an ninh My nhu FBI, ma khong can 1énh cua toa an.

10. Cac céng cu an ninh

10.1. Danh sach 65 sw thay thé ctia nguén mé cho cac phan mém an ninh

Céc tng dung nguon mé c6 kha nang thay thé cac rng dung nguon dong cho vi¢c chong virus, chong
spam, lam tuong Itra, ma hoa va cac van dé khac c6 lién quan tdi an ninh cac hé thong thong tin.

Loai | Tén phin mém| Thay thé cho Mo ta
Chéng |ASSP Barracuda Spam | Ty gidi thiéu nhu 13 “vii khi chong SPAM tt nhét tuyét
Spam and Virus dbi ma thé gidi biét tir trude t6i ndy”, ASSP nam trong
Firewall, cac may chit SMTP ciia ban dé dimg cac spam va quét
SpamHero, virus. Céc tinh nang bao gém thiét 1ap dya vao trinh
Abaca Email duyét, hd trg cho hau hét cac may chit SMTP, cac danh
Protection sach tréng tu dong, kiém tra hop 1€ nguoi gui sém, loc
Gateway Bayesian va nhiéu hon thé. H¢ diéu hanh: Khong phu

thuoc OS.

MailScanner Barracuda Spam | Pugc tai vé hon 1.3 triéu lan tir nhiing nguoi st dung tai
and Virus 225 qudc gia, MailScanner 1a mot géi an ninh thu dién
Firewall, tor tw do cho cadc may chu thu dién to. No két hop voi
SpamHero, SpamAssassin, ClamAV va mdt ) cong cu khac dé
Abaca Email khoéa spam va phﬁn mém ddc hai. Hé diéu hanh: Poc lap
Protection voi OS.
Gateway

SpamAssassin | Barracuda Spam | “B6 loc spam ngudn mo manh s 17, SpamAssasin sir

Vin phong Phdi hop Phat trién Méi truong Khoa hoc va Cong nghé, Bé Khoa hoc & Cong nghé

Trang 33/47


http://www.barracudanetworks.com/ns/products/spam_overview.php
http://spamassassin.apache.org/
http://www.abaca.com/
http://www.abaca.com/
http://www.abaca.com/
http://www.spamhero.com/
http://www.barracudanetworks.com/ns/products/spam_overview.php
http://www.barracudanetworks.com/ns/products/spam_overview.php
http://www.barracudanetworks.com/ns/products/spam_overview.php
http://www.mailscanner.info/
http://www.abaca.com/
http://www.abaca.com/
http://www.abaca.com/
http://www.spamhero.com/
http://www.barracudanetworks.com/ns/products/spam_overview.php
http://www.barracudanetworks.com/ns/products/spam_overview.php
http://www.barracudanetworks.com/ns/products/spam_overview.php
http://www.magicvillage.de/~Fritz_Borgstedt/assp/0003D91C-8000001C/
http://vnfoss.blogspot.com/2011/09/nguoi-su-dung-thong-thai-xet-oan-tung.html
http://vnfoss.blogspot.com/2011/09/nguoi-su-dung-thong-thai-xet-oan-tung.html
http://vnfoss.blogspot.com/2012/07/cac-hang-cua-anh-khong-nhan-trach-nhiem.html
http://en.wikipedia.org/wiki/USA_PATRIOT_Act
http://vnfoss.blogspot.com/2012/03/ma-oc-trong-chuoi-cung-ung-cntt-e-doa.html

An toan an ninh thong tin 08/2012
Loai |Tén phin mém Thay thé cho Mo ta
and Virus dung phan tich van ban va dau dé, loc Bayesian, céc
Firewall, danh sach khoa DNS, cac co s¢ dir liéu loc cong tac va
SpamHero, cac k¥ thuat khac dé khoa spam. Dy an nay duoc Quy
Abaca Email Apache quan ly, va duoc két hop vao mot s6 san pham
Protection ngudn mé va thuong mai khac. Hé diéu hanh: ban dau 1a
Gateway Linux va OS X, du cac phién ban cho Windows van c6.
SpamBayes Barracuda Spam | Nhu ban c6 thé doan tir cai tén, du an nay dua ra mot
and Virus nhom céc b loc Bayesian cho viéc khoa spam. Site nay
Firewall, bao gdm céc phién ban cho Outlook, Outlook Express,
SpamHero, Windows Live Mail, IncrediMail, Thunderbird, Gmail,
Abaca Email Yahoo Mail va céc trinh thu khacs. Hé diéu hanh: Doc
Protection lap véi OS
Gateway
Nixory SpyBot Search | Nixory loai bd va khoéa céc cookies theo ddi doc hai
and Destroy, (phan mém gian diép) tir may cua ban. N6 hd trg cho
AdAware Mozilla Firefox, Internet Explorer va Google Chrome,
va no s€ khong lam cham may cua ban trong khi ban
ludt web. Hé diéu hanh: Doc lap véi OS.
Chéng |ClamAV Avast! Linux Day la may chong virus pho bién nhét da dugc két hop
virus / Edition, vao trong v0 so cac san pham an ninh va tu goi nd la
chéng VirusScan “tiéu chuan de facto cho viéc quét cac cong gateway
phan Enterprise for thu”. Phién ban ngudn mé chay trén cic may chu thu
mém Linux UNIX hodc Linux, nhung website cling dua ra mot
doc hai phién ban goi la Immunet cho cac may tinh cd nhan PC
Windows. Hé diéu hanh: Linux.
ClamTK Avast! Linux ClamTK lam cho ClamAV dé dang hon mot chut dé sir
Edition, dung bang viéc cung cip mot giao dién dd hoa cho may
VirusScan chbng virus. Gidng nhu ban gdc, nd chay trén Linux va
Enterprise for quét theo yéu cau. Hé diéu hanh: Linux.
Linux
ClamWin Free |Kaspersky Anti- |Dua vao ClamAYV, ClamWin bao vé hon 600.000 PC
Antivirus Virus, McAfee | khoi cac virus va phan mém doc hai. Luu y rang khong
AntiVirus Plus, |giébng nhu hau hét cac goéi chéng virus thuong mai,
Norton Anti- ClamWin khong dua ra mot may quét thoi gian thyc khi
Virus truy cp; dé quét cac tép dén, ban s& can luu ching va
sau d6 chay mot luot quét bang tay trude khi mé hodc
chay cac tép. Hé diéu hanh: Windows.
P3Scan Avast! Linux Vi P3Scan, ban co thé thiét 1ap mot may chu uy quyén

Edition,

proxy trong sudt ma dua ra duoc sy bao vé chdng virus
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VirusScan va chdng spam. Hé diéu hanh: Linux.
Enterprise for
Linux

Sao luu | Amanda Simpana Backup |Bao vé hon 500.000 may trén thé giéi, Amanda néi 1a
and Recovery , | “phan mém sao luu va phuc hdi ngudn mé phd bién nhat
NetVault, HP trén thé giéi”. B sung thém vao phién ban cong dong,
StorageWorks né ciing c6 san hd trg phién ban doanh nghiép hoic 1a
EBS mot thiét bi. H¢ diéu hanh: Windows, Linux, OS X.

Areca Backup | NovaBackup Nham vao cho mét su can bang giita don gian va da
dang, Areca dua ra mgt giao di¢n dd hoa dé dang véi
nhiéu lva chon cho viéc tao va tuong tac voi cac tép luu
trit. Céc tinh nang chinh bao gém nén, ma hoa, hd trg
sao Iuu delta, tron luu trir va hon thé nita. Hé diéu hanh:
Windows, Linux.

Bacula Simpana Backup |Pugc thiét ké cho nhiing nguoi st dung doanh nghiép,

and Recovery,, |Bacula sao luu nhiéu hé thong khip mot mang. Ho trg
NetVault, HP va cac dich vu thuong mai cho san pham phd bién 14 sin
StorageWorks saing thong qua Bacula Systems. Hé diéu hanh:
EBS Windows, Linux, OS X.

Clonezilla Norton Ghost Puoc tao ra nhu mot lya chon thay thé cho Ghost,
Clonezilla c6 thé bat chude cac hé théng don hoic da rat
nhanh. N6 ¢6 2 phién ban: Clonezilla Live cho cac may
don va Clonezilla SE cho cac mang 16n. H¢ diéu hanh:
Windows, Linux, OS X.

Partimage Norton Ghost, Partimage co thé tao mdt anh hoan chinh may cua ban,

NovaBackup, ma 13 hitu dung néu ban can phuc h01 tr mot sy hong

McAfee Online | may hoan toan hodc néu ban muon c4u hinh cho nhiéu

Backup, hé thdng véi chinh x4c cac phdn mém y hét. N6 ciing ¢o

Carbonite.com |thé tao mot phan vung phuc hdi trén dia cua ban. Hé
diéu hanh: Linux.

Redo Norton Ghost, Tu goi minh 1a “Giai phap phuc hdi tham hoa hoan

NovaBackup, chinh nhat, d& nht sin c6”, Redo dua ra cac kha ning
McAfee Online |sao luu, phuc hdi va phuc hoi bare-metal. Tham chi
Backup, trong cac truong hop khan cp khic nghiét nhat khi ban
Carbonite.com  |phai thay thé mot & ctg hoan toan, thi Redo no6i n6 co
thé lam cho ban sao luu va chay dugc véi tat ca cac
chuong trinh ctuia ban va cac tép chi trong 10 phat. Hé
diéu hanh: Linux.
Trinh | Chromium Microsoft Phién ban nguén mo ciia Google Chrome, Chromium c6
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duy¢ét Internet Explorer |xu hudng s€ nhanh hon va an ninh hon so v6i cac trinh
duyét canh tranh. Cac dic tinh an ninh chu chdt bao gé)m
sandboxing, tw dong cap nhat, SafeBrowsing va hon thé
nita. Hé diéu hanh: Windows, Linux, OS X.
Dooble Microsoft Céc 1ap trinh vién Dooble da tao ra trinh duyét méi hon
Internet Explorer ndy v6i mét sy quan tdm vé an toan va d& st dung.
Khéng gidng nhu hau hét cac trinh duyét khac, nd tu
dong ma hoa tat ca cac giao thong cho tinh riéng tu va
an ninh 16n hon. Hé diéu hanh: Windows, Linux, OS X.
Tor Microsoft Tor bao vé su nhan dién cua ban béng viéc cung cép tinh
Internet Explorer |ndc danh trong khi ban duyét Web. Pugc cic phong
vién, cac nha hoat dong xa hdi va nhiing nguoi khac su
dung voi quan tAm rang ai d6 c6 thé an cip trong cac
hoat dong truc tuyén cia ho. Hé didu hanh: Windows,
Linux, OS X.
B6 Web of Trust McAfee Puoc tai vé hon 33 triéu 1an, trinh bd sung phd bién nay
sung WOT SiteAdvisor Plus |cho Firefox, Internet Explorer, Chrome, Safari hoac
cua Opera cho phép nhitng nguoi str dung biét khi nao ho bi
trinh lac trong cac website dang ngd hodc khong an ninh. N6
duyét su dung viéc xép hang nguoi st dung dé nhan dién cac
site ludn c6 nhiing doc hai, thu thap thong tin ca nhan
hodc dua vao cac ndi dung khong phu hop, va nd xép
hang ching véi mot hé thong phan loai xanh-vang-do.
Hé diéu hanh: Windows, Linux, OS X.
PasswordMaker | Kaspersky Viéc luon ludn s dung cung mot mat khau s& dat ban
Password vao rui ro, nhung nhiéu ngudi van lam thé vi kho nho
Manager,_ duoc nhiéu mat khau khac nhau. Trinh bd sung cho trinh
Roboform duyét nay dua ra mot giai phap tot hon cho van dé nay
bang viéc tao nhitng mat khau duy nhat cho timg site ma
ban viéng tham va luu trir chung trong mét tép duoc ma
hda ma ban truy cip véi mot van dé mat khau duy nhét.
Hé diéu hanh: Windows, Linux, OS X.
Loai bo|BleachBit Easy System Tién ich hitu dung nay lam sach may chu ban dé bao vé
dir lidu Cleaner tinh riéng tu va cdi thién hiéu nang. NoO giai phong
khong gian dia bang viéc 1am sach rac tir hon 90 tng
dung, x0a cac t&€p tam thoi, x6a bd nhd tam va lich su
duyét, va “nghién vun” cac tép khong mong mudn. Hé
diéu hanh: Windows, Linux.
Eraser BCWipe Giéng nhu BleachBit, Eraser “nghién vun” cac t¢p bi
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Enterprise x6a sao cho chung khong thé phuc héi lai dugc. N6 gitp
bao vé nhitng théng tin nhay cam bang viéc ghi dé cac
tép bi x6a vai lan voi cac dir liéu ngu nhién. Hé diéu
hanh: Windows.
Wipe BCWipe Wipe dua ra cung chic nang nhu Eraser, nhung no la
Enterprise cho Linux thay vi cho Windows. Site nay ciing dua ra
nhiéu thong tin cho nhitng ai quan tdm trong viéc hoc
nhiéu hon vé& cach ma t&p “nghién vun” lam viéc. Hé
diéu hanh: Linux.
Darik's Boot Kill Disk, Trong khi Eraser va Wipe x6a cac t€p duy nhat, thi
and Nuke BCWipe Total DBAN x6a an toan toan b cac dia. N6 rat hitu dung khi
WipeOQut tang hodc virt bd mot may cii. Hé diéu hanh: Poc 1ap voi
hé diéu hanh.
Chéng |OpenDLP RSA DataLoss |OpenLDAP 13 mot “cong cu ngin chin mat dir liéu phan
mat dir Prevention Suite, tdn manh, quan ly tdp trung, dua vao tidc nhan hoac
ligu CheckPoint DLP | khong tdc nhan”. N6 cho phép nhiing ngudi quan ly an
Software Blade, |ninh hodc tuan thi quét hang ngan hé thdng cing mot
Symantec Data | lac thong qua cac tac nhan hodc thuc hién sy phuc hoi
Loss Prevention |dit liéu khong tac nhan dbi véi may chu MySQL hodc
Product Family | Microsoft SQL Server. Hé diéu hanh: Windows.
MyDLP RSA Data Loss | MyDLP c6 thé khoa cac sb thé tin dung, cac s6 an ninh
Prevention Suite, | x4 hoi, hodc cac tép nhay cam khoi truyén dugc qua thu
CheckPoint DLP |dién tir, cic may in, Web hoac céac thiét bi thao lép duoc.
Software Blade, |B6 sung vao phién ban cong dong tu do, né ciing di véi
Symantec Data | mdt phién ban doanh nghiép phai tra tién. Hé diéu hanh:
Loss Prevention | Windows, Linux, VM Ware.
Product Family
Ma hoa | AxCrypt McAfee Anti- Véi gan 25 triéu nguoi su dung dang ky, AxCrypt duoc
Theft, cho 14 “phan mém mi hoéa tép hang dau cua ngudn mé
CryptoForge dbi v6i Windows”. N6 tich hop véi Windows Explorer -
dé str dung no, ban don gian hiy nhay chudt phai dé ma
hoa mot tép hodc nhay dup dé giai ma. Hé diéu hanh:
Windows.
Gnu Privacy PGP Universal Dy an Gnu nay la mot trién khai dong 1énh cua tiéu
Guard Gateway Email |chuin ma hoa phd bién OpenPGP. N6 hd tro cac thuat
Encryption toan ma hoa ElGamal, DSA, RSA, AES, 3DES,
Blowfish, Twofish, CASTS5, MDS5, SHA-1, RIPE-MD-
160 va TIGER. H¢ diéu hanh: Linux.
GPGTools PGP Universal | Nhitng nguoi sir dung Méc c6 thé tai vé phién ban GPG
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Gateway Email  |nay cho mot cach thirc than thién hon véi nguoi s dung
Encryption dé ma hoa thu dién tir va cac tép. Website ndy bao gdm
mot it tai li¢u trog giup cho nhirng nguoi st dung moi,
lam cho n6 tham chi con d& hon dé 1am quen sir dung
mg dung nay. H¢ diéu hanh: OS X.

gpgdwin Cypherus Va phién ban nay dua ra GPG cho nhiing nguoi su dung
Windows, hoan toan voi mot giao dién ngudi st dung
dd hoa. N6 cai dat nhanh va dé dang, va ndé bao v¢ ca
cac tép va dé lai cac thong di¢p thu. HE diéu hanh:
Windows.

PeaZi WinZi Trong khi day thuc sy 1a mot tién ich nén chir khong
phai 1a mdt cong cu ma hoa, thi PeaZip cling dua ra cac
kha nang ma hoa manh, ma giai thich vi sao chung ta da
dwa nd vao phan nay cta danh sach. N6 cling bao goém
cac kha ning xac thuc 2 yéu td va xo6a c6 an ninh. Hé
diéu hanh: Windows, Linux.

Crypt McAfee Anti- Chi vé1 44KB, Crypt la mdt trong nhiing tién ich nhe

Theft, can nhét sin sang. Va vi nd co thé ma hoéa duoc 3MB

CryptoForge gia tri dir liéu chi trong vong 0.7 gidy, no con la mot
trong nhiing tién ich nhanh nhét. _Tuy nhién, n6 khong c6
mot giao dién nguoi st dung dd hoa, nén s& can thuan
tien voi dong 1€nh dé su dung no6. H¢ diéu hanh:
Windows.

NeoCrypt McAfee Anti- NeoCrypt hd trg nhiéu thuét toan ma hoa, bao g6m AES,
Theft, DES, Triple-DES, IDEA, RC4, RC5, CAST-128,
CryptoForge BlowFish, SkipJack. N6 chay tr mot giao dién nguoi st

dung d6 hoa d& dang st dung, va no ciing tich hop véi
Windows Shell sao cho ban c6 thé ma héa va gidi ma
cac tép ngay tir Windows Explorer. Hé diéu hanh:
Windows.

LUKS/ PGP Whole Disk |Ngian gon cho “Thiét 1ap Khéa Linux Théng nhat”,

cryptsetup Encryption LUKS ty goi n6 1a “tiéu chuan cho mi hoa dia cung
trong Linux”. Trong khi nhidu tGng dung khac trong
danh sach cta chiung ta ma hoa tung t¢p mot, thi LUKS
m3 hoa toan bo dia cua ban. Hé diéu hanh: Linux.

FreeOTFE PGP Whole Disk |Gidng nhu LUKS, tmg dung nay ma hoa toan bo dia.

Encryption V6i n6 ban c6 thé tao va mi hoa cac dia 4o trong dia

ctng cua ban. N6 ctng kha chuyén cao va c6 thé chay tir
mot 6 USB. OS: Windows.
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TrueCrypt PGP Whole Disk |Mét trong nhimg lua chon ma hoa dia ngudn mé phd
Encryption bién, TrueCrypt c6 hon 22 triéu ban tai vé. Nho cong
nghé song song hoa va dat dudng ong, né dua ra viéc
doc va ghi thong tin mad hoa nhanh. Hé diéu hanh:
Windows.
Truyén | WinSCP CuteFTP, FTP.  |Cuc ky phd bién, WinSCP duoc giai thuong bao gdm
t¢p an Commander may tram SFTP, may tram SCP, may tram FTPS va may
ninh tram FTP. N6 dua ra 2 giao di¢n khéac nhau va ciling bao
gém mot trinh soan thao van ban tich hop. Hé diéu
hanh: Windows.
FileZilla CuteFTP, FTP Trong khi WinSCP dua ra chi mét phién ban may tram,
Commander thi FileZilla dua ra ca phién ban may tram va phién ban
cho phép ban thiét 1ap may chu FTP cua riéng ban. N6
hd trg céc giao thirc truyén FTP, FTPS va SSH. H¢ diéu
hanh: Windows, Linux, OS X.
Diéu tra| ODESSA EnCase Kién triic Chiém doat va Tim kiém Bang chimg S6 Mo,
phép ly Forensics, X- con goi 1a “ODESSA”, dua ra vai cong cu khac nhau
ways Forensics, |cho viéc xem xet va bao cao vé bang chimg s6. Pay la
AccessData mot dy an cii hon, nhung van con c6 gia tri. Hé diéu
Forensic Toolkit |hanh: Windows, Linux, OS X.
The Sleuth Kit/ |EnCase Hai tmg dung nay lam vi¢c cung nhau: Sleuth Kit dua ra
Autopsy Forensics, X- cac cong cu dong 1énh cho viéc tién hanh diéu tra s, va
Browser ways Forensics, |Autospy Broser dua ra mgt GUI dya vao trinh duyé¢t cho
AccessData vi€c truy cdp cac cong cu d6. Dy an nay bay gio cling
Forensic Toolkit |m¢{t khung Hadoop cho phan tich dit liéu pham vi 16n.
Hé diéu hanh: Windows, Linux, OS X.
Cong  |Endian Firewall | Check Point Cong dong Tuong lira Endian c6 thé bién bt ky PC nao
gatewa | Community Security (bao gbm ca nhitng PC kha cii) thanh mot thiét bi an
y / Gateways, ninh cong gateway hoan chinh v6i mét tuong lura, cac
Thiét bi SonicWall, Uy quyén mic Gng dung voi hd tro chéng virus, loc
Quan ly Symantec Web | virus va spam cho thu dién tr, ndéi dung Web va mot
Méi de Gateway mang riéng ao VPN. Cac phién ban duoc hd tro cac thiét
doa bi phan mém va phan cimg ciing sin sang trén site. Hé
Théng diéu hanh: Linux.
nhat Untangle Lite | Check Point Tuong ty nhu Endian, Untangle Lite cling giip nhimng
Security nguoi s dung tao cac thiét bi an ninh cong gateway ctia
Gateways, riéng ho. BS sung thém, Untangle dua ra cac san pham
SonicWall, thwong mai, va ban c6 thé tai vé mdi trong sb cac tng

Symantec Web

dung riéng € dugc dua vao trong Untangle Lite (tuong
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Gateway lira, ngan chan thim nhap trai phép, khoa cac cudc tan
cong, ...) mot cach tach biét. HE diéu hanh: Linux.
ClearOS Check Point ClearOS két hop chirc ning an ninh cong gateway véi
Security cac kha nang ciia mot may chu doanh nghi¢p nhd. N6
Gateways, dua ra viéc két néi mang, phan mém nhém, mot may
SonicWall, chu thu, mot may chu Web va hon thé. Hd trg co tra tién
Symantec Web | va phan cing ciing c6 san. Hé diéu hanh: Linux.
Gateway
Do tim | Open Source Tripwire Tripwire tiéu chuan bay gio la mot du an ngudn dong,
tham | Tripwire nhung cong dong da tiép tuc phat trién phién ban ngudn
nhap mo trong nam 2000. N6 giam sat ndi dung va cac tép va
trai canh bdo cho nhitng nguoi quan ly mang khi nhitng tép
phép d6 bj thay doi, canh bao cho ho c6 nhitng tham nhap trai
phép c6 kha ning. Hé diéu hanh: Windows, Linux.
OSSEC Corero IPS, HP | Bb sung thém vao viéc kiém tra tinh toan ven cua cac
Tipping Point tép, OSSEC ciing thyc hién phan tich luu ky, gidm sat
IPS, Sophos chinh sach, do tim rootkit va canh bdo thoi gian thuc dé
HIPS giip ngan ngua va do tim thdm nhdp trai phép trong
mang cua ban. N6 dugc tai vé hon 5.000 lan mdi thang
va d3 thing nhiéu giai thuong. Hé diéu hanh: Windows,
Linux.
AFICK Tripwire AFICK, ngén gon la “Trinh Kiém tra Tinh toan ven Tép
Khac”, dua ra chirc ndng twong ty nhu Tripwire. N6 kha
chuyén, nhanh va chay tir GUI hodc dong 1énh. Hé diéu
hanh: Windows, Linux.
Snort Corero IPS, HP | Véi hang triéu luot tai vé va hon 400.000 ngudi str dung
Tipping Point dang ky, Snort dugc cho 1a “Cong nghe IDS/IPS duogc
IPS, Sophos trién khai rong rdi nhat thé gi¢i”. Hé diéu hanh:
HIPS Windows, Linux, OS X.
Tuong |IPCop Barricuda NG Gidng nhu hau hét cac tmg dung khac trong danh sach
Itra Firewall, Check | cac Tudng lira ciia chung t6i, IPCop bién mot PC thanh
mang Point Appliances |mot twong lra duya vao Linux dé bao vé mang cua ban.
N6 duoc thiét ké cho nhitng ngudi sir dung & nha hodc
SOHO, va né c6 mot giao dién Web dé str dung. Hé diéu
hanh: Linux.
Devil-Linux Barricuda NG Du n6 ban dau timg dugc thiét ké dé dwa ra chirc ning
Firewall, Check |tudng lira va dinh tuyén router, thi Deviel - Linux ciing
Point Appliances | con van hanh nhu mét may chu cho nhiéu img dung, bao

gém ca dit chd cho thu. Pugc cac nha quan tri CNTT

Vin phong Phdi hop Phat trién Méi truong Khoa hoc va Cong nghé, Bé Khoa hoc & Cong nghé

Trang 40/47


http://www.checkpoint.com/products/appliances/index.html
http://www.checkpoint.com/products/appliances/index.html
http://www.barracudanetworks.com/ns/products/ng_firewall_overview.php
http://www.barracudanetworks.com/ns/products/ng_firewall_overview.php
http://www.devil-linux.org/home/index.php
http://www.checkpoint.com/products/appliances/index.html
http://www.checkpoint.com/products/appliances/index.html
http://www.barracudanetworks.com/ns/products/ng_firewall_overview.php
http://www.barracudanetworks.com/ns/products/ng_firewall_overview.php
http://www.ipcop.org/
http://www.sophos.com/en-us/why-sophos/innovative-technology/hips.aspx
http://www.sophos.com/en-us/why-sophos/innovative-technology/hips.aspx
http://www.hpenterprisesecurity.com/products/hp-tippingpoint-network-security
http://www.hpenterprisesecurity.com/products/hp-tippingpoint-network-security
http://www.hpenterprisesecurity.com/products/hp-tippingpoint-network-security
http://www.corero.com/en/products_and_services/ips
http://www.snort.org/
http://www.tripwire.com/
http://afick.sourceforge.net/
http://www.sophos.com/en-us/why-sophos/innovative-technology/hips.aspx
http://www.sophos.com/en-us/why-sophos/innovative-technology/hips.aspx
http://www.hpenterprisesecurity.com/products/hp-tippingpoint-network-security
http://www.hpenterprisesecurity.com/products/hp-tippingpoint-network-security
http://www.hpenterprisesecurity.com/products/hp-tippingpoint-network-security
http://www.corero.com/en/products_and_services/ips
http://www.ossec.net/
http://www.tripwire.com/
http://sourceforge.net/projects/tripwire/
http://sourceforge.net/projects/tripwire/
http://www.symantec.com/business/web-gateway
http://www.symantec.com/business/web-gateway
http://www.sonicwall.com/us/
http://www.checkpoint.com/
http://www.checkpoint.com/
http://www.checkpoint.com/
http://www.clearfoundation.com/
http://www.symantec.com/business/web-gateway

An toan an ninh thong tin 08/2012
Loai |Tén phin mém Thay thé cho Mo ta
tao ra cho cac quan tri vién CNTT, nd c6 cac kha nang
tiy bién tuyét voi va an ninh hang dau. Hé diéu hanh:
Linux.
Turtle Firewall |Barricuda NG Puoc thiét ké dé don gian va nhanh, Turtle cho phép cac

Firewall, Check |nha quan 1y mang thiét 1ap cAu hinh n6 thong qua giao

Point Appliances |di¢én Web hodc béng viée stra dbi cac tép XML. Website
nay cting bao gom mot s6 thong tin gio1 thiéu t6t vé ban
chat ty nhién ctia cic twdng lira. Hé diéu hanh: Linux.

Shorewall Barricuda NG Shorewall khong duoc cho 1a tuong hra Linux dé st

Firewall, Check |dung nhét, nhung n6 dugc cho 1a “tuong ltra mém déo

Point Appliances |va manh nhit”. Ban c6 thé su dung n6 trong mdt hé
thong van hanh nhu mét tudng lira chuyén dung, nhu
mot cong gateway/bd dinh tuyén router/may chu da
chirc nang hodc nhu mot chi¢c PC GNU/Linux dung
riéng r&. Hé diéu hanh: Linux.

Vuurmuur Barricuda NG Vuurmuur dugc thiét ké dé tré nén don gian va manh.

Firewall, Check |B6 sung thém vao cac kha ning tudng lira tiéu chuan, né
Point Appliances | ciing hd trg viéc 1am sic sao giao thong va dua ra nhiing
kha ning giam st tién tién. Hé diéu hanh: Linux.
mOnOwall Barricuda NG Mic du n6 da duge thiét ké cho céac thiét bi va may tinh
Firewall ca nhan PC nhiing, thi mOnOwall ciing c6 thé chay dugc
trén mot PC ding riéng r& chay FreeBSD. N6 doi hdi it
hon 12MB khong gian dia va khéi dong it hon 25 gidy.
Hé diéu hanh: FreeBSD.
pfSense Barricuda NG R& nhanh nay cua mOnOwall ciing dwa vao BSD, nhung
Firewall, Check |duoc thiét ké cho cac may tinh thong thuong, khong
Point Appliances |phai phan ctng nhung. N6 duoc tai vé hon 1 tri¢u lan va
hién chay trén hon 100.000 mang, bao gom ca cac tap
doan va cac trudong dai hoc lon cling nhu cac mang nhd
& nha. H¢ diéu hanh: FreeBSD.

Vyatta Cisco products  |Phan mém Vyatta “13i” cho phép nhiing nguoi sir dung
tao ra nhiing thiét bi va cac bd dinh tuyén router
mang/tuong ltra cta riéng hg. Cong ty nay cling dua ra
cac phan cimg va mém phai tra tién. Hé diéu hanh:
Linux.

Giam | Wireshark OmniPeek, Tu goi minh 13 “Trinh phan tich giao thirc mang dau tién
sat CommView trén thé gi¢i”, Wireshark lam cho d& dang dé nim bét va
mang phan tich giao thong mang. Cac san pham va dich vu

thuong mai c6 lién quan té1 phan mém do 1a san sang
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thong qua Riverbed Technology. Hé diéu hanh:
Windows, Linux, OS X.
Tepdump/ OmniPeek, Tepdump 1a mot trinh phén tich goi dung dong 1énh, va
libpcap CommView, libpcap 14 mét thu vién C/C++ cho nim bit giao thong
mang. Lam viéc cung nhau, 2 thtr ndy cung cap mat giai
phap giam sat mang tot, nhung, thiéu mét GUI, ching
khong thyc sy than thién voi ngudi st dung. Hé diéu
hanh: Linux.
WinDump OmniPeek, Puogc Riverbed Technology quan 1y (con dugc goi la
CommView Wireshark), WinDump chuyén tcpdump t6i nén ting
Windows. Site nay cting bao gom thu vién va cac trinh
diéu khién WinPcap cho niam bét giao thong. Hé diéu
hanh: Windows.
Phé mat| Ophcrack Access Data Cung vé6i thoi gian, mdi ngudi can phuc hoi lai mot mat
khau Password khau bi mat hodc khong biét. Trinh pha mat khau nay str
Recovery dung phuong phap céc bang cau vong dé phuc hdi cac
Toolkit, Passware ‘mat khau khong biets, va nd ciing bao gdm module ép
manh tho bao cho cic mat khau don gian. Hé diéu hanh:
Windows.
John the Ripper | Access Data John the Ripper 1a dic biét t6t dé pha cac mat khau yéu,
Password nhung dé su dung no, ban s can mot danh sach cac mat
Recovery khau thuong duoc st dung. Ban c¢o thé mua cac danh
Toolkit, Passware |sach mat khiu hodc mot phién ban chuyén nghiép céac
phan mém tir cing site nay. Hé diéu hanh: Windows,
Linux, OS X.
Quan ly|KeePass Kaspersky Trinh quan ly mat khau phd bién nay luu trir tit ca cac
mat Password Safe |Password mat khau cua ban trong mot co s¢ dir liéu dugc ma hoa.
khéu Manager Ban s& chi can nhd mot mat khau chu, trong khi Ung
dung dé sur dung, nhe niy s& giup ban bao vé ban khoi
bon an cép nhén dién. Hé diéu hanh: Windows.
KeePassX Kaspersky Néu ban st dung OS X hodc Linux, hdy thr 1€ nhanh
Password nay cua KeePass. Cong v6i, né bd sung mot it tinh ning
Manager khong c6 ban dau va chay dugc ca trong Windows. H¢
diéu hanh: Windows, Linux, OS X
Password Safe |Kaspersky Puogc tai vé hon 1 triéu 1an, Password Safe 1a mét lua
Password chon nguén mé phé bién khac cho viéc bao vé cac mat
Manager khéu cua ban. Giéng nhu KeePass, nd 1a nhe va luu trir

cac mat khau dugc ma hoa cua ban trong mdt co s¢ dir
liéu sao cho ban chi can nhé mdt mat khau chu. Hé diéu
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hanh: Windows.
Xac WiKID Entrust WIKID khoe vé “xac thuc 2 yéu tb ma khong can yéu td
thuc IdentityGuard, nhiéu”. Bo sung vao phién ban cong dong tu do, nod
nguoi Vasco Digipass, |cting ¢6 mét phién ban doanh nghiép dugc ho trg ma
st dung RSA's SecurlD  |ciing bé sung thém chirc nang. HE diéu hanh: Doc lap
vo1 hé diéu hanh.
Loc DansGuardian |McAfee Family B¢ loc ndi dung c6 giai thuong nay sur dung viéc khop
Web Protection, cac ménh d¢, loc PICS, loc URL va céc phuong phap

NetNanny,
CyberPatrol

khac dé khoa ndi dung bi phan d6i. Luu ¥ 1a phan mém
nay khong chay trén cac may tinh ca nhan riéng ré. N6
chay trén mgt may chu OS X hoac Linux dé bao vé phén
con lai cia mang. Hé diéu hanh: Linux, OS X.

10.2. Danh sach 12 phan mém tw do nguén mé sir dung trong an ninh

Loat bai cua Carla Schroder vé 12 phan mém tu do ngué)n mo tuy€t voi trong linh vue an ninh ma ban
c6 thé stir dung dé thay the cac tng dung s& hiru doc quyén. Xem céc phan [01], [02], [03], [04], [05].
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Xo6a co6|Darik's Boot |BCWipe  Total| DBAN la hé diéu hanh ddc lap va 1am viéc trong cac 6
an ninh, | and Nuke WipeOut, Secure| cing IDE, SCSI va SATA trén cac hé théng x86 va
khoi (DBAN) Erase, PowerPC. DBAN dé st dung: tai vé va sao chép vao vat
phuc dir HDShredder trung gian khdi dong dugce nhu dia mém 3.5", CD/DVD,
liéu, dau USB hoic PXE khoi dong qua mdt mang - chay né
nhai lai, va dé nd lam. Ban c6 thé quét sach tat ca cac dia cung
ma hoa trong mot hé thong, hodc chi nhing thtr duoc chon.
Stra va|TestDisk and Recover Lost Ban co thé cai dat chung 1én hau nhu bat ky hé diéu
phuc PhotoRec Partition, hanh nao (Mac, Linux, Windows, BSD va cac Unix
hoi tép Active@ khac), nhung cach tét nhat dé chay chiing 1a tir vat trung
Partition gian khéi dong duogc. TestDisk va PhotoRec dugc dua
Recovery, Disk | vao trong mot $6 lugng 16n cac phat tan ctru hé¢ théng
Doctors dua vao Linux nhu GParted LiveCD va Knoppix.
Ciu GNU ddrescue |Norton Ghost, ddrescue thuc hién cac bao sao & muc khdi bloc, nén
cac O Acronis True khong 13 van dé gi d6i v6i hé thdng tép hodc hé diéu
dia Image, Paragon | hanh dang trong vat trung gian. N6 nhanh vi né sao chep
hong Backup & chi cac khéi con tét va bo qua cac khoi hong, va no 1a tu
Recovery dong nén ban khong phai cham soc gi. Thiét bi ban dang
sao chép td1, nhu mdt dia USB hoac dia ctrng ndi b thir
2, nén rong 16n hon 50% so véi dia géc.
Nhai Clonezilla Norton Ghost va|C6 2 phién ban: Clonezilla Live va Clonezilla SE.
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dia Symantec Ghost|Clonezilla Live 1a cho sao luu va phuc hdi cac may tinh
Corporate riéng 1€, va no chay tor mot dau USB khdi dong duoc
Edition hodac CD/DVD. Clonezilla SE nhai nhiéu may tinh ca
nhan cung mot luc, va rat nhanh qua mang cia ban.
Clonezilla van hanh ¢ mirc khoi trén cac nén tang x86
va x86-64, nén nd sao chép bat ky hé thong tap va hé
di€u hanh nao.
Ma hoa | TrueCrypt PGP Whole Disk |La mdt trong nhitng tng dung ma héa lién nén tang phd
Encryption bién nhat, va vi 1y do t6t lanh - n6 dé dang st dung va
rat manh. TrueCrypt chay trong Mac, Linux va
Windows.
An Master Password Safe | Master Password cho iOS la mét trinh quan 1y mét khau
ninh di| Password (iOS) khong tinh trang. N6 khong luu ciac mat khau vao
dong iPhone/Pad/Pod, cling khong luu ching trong mot vai

chd dau d6 trong ddm may md duc. N6 trién khai mot
chién lugc khac: n6 tao ra mot mat khiu méi, manh moi
lan ban can dang nhap vao mot site. Ban chi can nhé
mot mat khau duy nhat. (Gia 5.99 USD)

Secure Chat

ChatSecure ma hoa AIM, Jabber, Google Talk, va tat ca
cac ung dung chat/IM apps ma su dung giao thirc chat
XMPP.

Rights Alert

Rights Alert chi cho ban mét danh sach cac img dung
dugc cai dat ma dang yéu cdu cac quyén thira qua muc,
co the 1a mot dau hiéu rang chung co thé s& khong t6t,
mo mam va toc mach vao trong cac phan hé thong cua
ban noi ma ching khong thudc vé.

Du 4n Guardian

Dy 4n Guardian 1a mot bo cac Gmg dung ngudn mé bao
vé tinh riéng tu da duoc tao ra voi y tudong bao v¢ cac
nha hoat dong chinh tri xa hoi ma dang gap nguy hiém
don gian bao cac sy kién va chia sé cac anh, va tit nhién
cac ing dung d6 lam viéc cho bét ky ai ma co quan tdm
vé tinh riéng tu cta ho trén truc tuyén.

Orbot Orbot mang Tor vao Android. Tor 1a mang cac may chu
uy quyén ndc danh hoa cac cudc du lich cua ban trén
Internet

Gibberbot Gibberbot dua ra thong diép tuc thi va chat an ninh, voi
phan thudng cua sy ho trg cua Tor.

Droidwall Droidwall 12 mét giao dién mat tién do hoa dep cho

tuong lta manh va dugc chimg minh Iptables tung la
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Mo ta
mot phan khong thé thiéu cta nhan Linux trong nhiéu
nam. No trao sy kiém soat tot doi voi cac ung dung va
dich vu c6 thé c6 sy truy cap toi cac mang cua ban, va
kiém soat nhiing gi té1 Droid ctia ban qua mang.

Loai | Tén phin mém| Thay thé cho

10.3. Tuan tha mé hinh phat trién cong déng cho phan mém nguén mé

Cay du an
ngudén mé
V1.l V1.2 V13
nguoc lén dong trén nguoc lén déng trén nguoc lén dong trén
1 I 1 >
\ . \ 7 1\ i
Béng goép cac Poéng gop cac Fai vé ti
Tai vé thay déi cho thay déi cho L
du an ngugc du an nguoc &r
Ién dong trén Ién dong trén
Ap dung . Ap dung cac . Ap dung cac
cac bén-vé_)vKlel:n ban vé-my hién KIE!‘I‘I ’ ban va tuy_‘hlenA
tuy bién tha % hen tha it hon cho mé nguén
= = = moi nhat nguoc Ién
Cay ma nguon

dong trén

ctia san pham Pua vao trong cay -

phat hanh cda san pham

\

\ ! >

Pua vao trong cay -
phat hanh cda san pham

M5 hinh phét trién phan mém tu do ngudn mé cd nguoc 1én dong trén.
Khi sir dung cic phan mém an ninh 1 phan mém ty do ngudn mé, viéc tlly bién cac phan mém d6 nén
dugc thue hién theo dung m6 hinh phat trién ciia phan mém ty do ngudn md dé dam bao cac phﬁn mém
d6 luon dugce cap nhat nhanh chong, ding thoi han, qua d6 dam bao dugc an ninh cho hé thong Tranh
viéc tuy blen mé ngudn cua phan mem roi dem dong lai, khong chuyén ma nguén tity bién nguoc 1én
dong trén vé v6i du 4n gdc cua phan mém.
Thudng thi khi khong nguoc 1én dong trén dé dong gop ma ngudn dugce tiy bién tré vé& v6i du an dong
chinh théng, thi ta s€ c6 cac phién ban r€ nhanh cua phﬁn mém d6 va khé hodc khong thé nhan duogc
nhitng déng gdp ciia ca cong ddng du an cho ban r& nhanh d6. Két qua 1a sau mot thoi gian, phin mém
1& nhanh c6 kha nang bi lac hau, gy mét an ninh cho hé théng.
Noi nhu vay khong c6 nghia 1a khong bao gid dugc r€ nhanh, ma chi & nhanh khi thuc sy can thiét va
chuén bj dﬁy dt vé ca nhan luc va vat luc dé c6 thé duy tri kho ma nguén cua phén mém & nhanh do.

Cay du an
nguén mé
V1.1l V1.z V1.3
ngugc lén déng trén nguoc lén dong trén nguoc Ién déng trén
1 1 1 >
,\_ 2 Sira méa ngudn tay bién
Tai ve ma sé khéng lam viéc
x dugc voi phién ban
i m@i cia ma ngudén oy Ho@dn moi thu
Ap dung nguoc lén déng trén Kiam cho V1.2 caa
cac ban va thir nguoc |én
tuy bién Cac cap nhat méa ngudn déng trén

Ciay ma ngudn
caa san pham

méi xay ra véi cdy
san pham khi thich nghi pua vao trong cay -
mé nguén méi nhdt phat hanh cha san pham
nguoc I1én déng trén l
|

\

M5 hinh phét trién phin mém ty do ngudn mé khong nguoc lén dong trén - r& nhanh.
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Cac tai liéu tham khao:

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

An ninh khéng gian mang - Cau hoi gy tranh céi d6i v6i cac quan hé toan cau. Mot bao cao
doc 1ap vé su chuan bi sén sang vé khong gian mang trén thé gi6i. Chuong trinh nghi sy vé An
ninh & Phong thir (SDA) xut ban thang 02/1012, 94 trang. Tai vé.

Phat trién cong nghé md. Nhimng bai hoc hoc duoc va nhiing thuc tién t6t nhat cho cac phan
mém quén sy, phién ban 1.0. B4 Qudc phong My. Xuat ban 16/05/2011. 73 trang. Tai vé.

K¢é hoach 16 trinh phat trién cong nghé mo, phién ban 3.1. B6 Qudc phong My. Thang 07/2006.
59 trang. Tai vé.

Céc tac chién thong tin. Hoc thuyét vé tic chién thong tin cia My va Lién quan. B6 Qudc
phong My. Xuét ban 13/02/2006. 119 trang.Tai vé.

Kha ning ciia Cong hoa Nhan dan Trung hoa tién hanh chién tranh khong gian mang va khai
thac mang may tinh. Tap doan Northrop Grumman xuét ban ngay 09/10/2009. 75 trang.Tai v¢ vé.
Nga, My va ngoai giao khong gian mang - Cac canh ctra con dé ngo. Vién Pong - Ty xuét ban
nam 2010. 32 trang.Tai vé.

Béo c4o thuong nién cho Qudc hdi - Dién bién vé quéan sy va an ninh lién quan téi Cong hoa
Nhén dan Trung Hoa 2011, Vin phong B trudng Qudc phong My, Bd Qudc phong My. Xuét
ban 06/05/2011. 94 trang. Tai vé.

. Nhing thach thic trong khong gian mang, Vién vé Phaén tich Qudc phong (IDA), Bo Qudc

phong My, xuat ban mua hé nam 2011. 24 trang. Tai vé.

Chién lugc Ve tac chién trong khong gian mang, Bo Qudc phong My xuat ban thang 07/2011.

19 trang. Tai vé.

Ch1én lugc An ninh Khong gian mang ctia nudc Anh, Bao v¢ va thic déy nudc Anh trong thé
gidi s6, thang 11/2011, Van phong Noi cac Chinh phu Anh, 43 trang.Tai vé.

Nhiing moi de doa khong gian mang dang ndi 1én va quan diém cua Nga vé chién tranh thong
tin va tac chién thong tin. Co quan Nghién ciru Qudc phong FOI, Thuy Dién, 2010. 70 trang.

Tai ve.

Chi dan vé an ninh cho céac linh vyc trong tdm sdng con trong DTPM v2.1 cia Lién minh An
ninh Pam may CSA, xuét ban thang 12/2009, 72 trang. Tai vé.

Lo trinh Cong ngh¢ Dién toan Dam may cua Chinh pha My, Tép 1, phién ban 1.0 (Dy thao).

Céc yéu ciu uu tién cao dé ap dung hon nita Dién toan Pam may cia cic co quan Chinh phu
My§. Chuong trinh Dién toan Pam may, Phong Thi nghiém Cong nghé Thong tin, Vién Tiéu
chuan va Cong nghé Qudc gia My - NIST. Thang 11/2011. 32 trang. Ti vé.

Kién trac tham chiéu Dién toan Dam may cta NIST. Nhing khuyén cao cta Vién Tiéu chuan va
Cong nghé Qudc gia. Vién Tiéu chuan va Cong nghé Qudc gia, My - NIST. Thang 09/2011. 35
trang. Tai ve.

Lo trinh tiéu chuan Pién toan Pam may cua NIST v1.0. Vién Tiéu chuan va Cong nghé Quéc
gia, My - NIST. Thang 07/2011. 76 trang. Tai vé.

Ban ghi nhé cho cac giam déc thong tin - Uy quyén an ninh cua cac hé théng thong tin trong
cac moi truong dién toan dam may. Steven VanRoekel, Giam d6c Thong tin Lién bang My, Van
phong Diéu hanh ciia Tong théng My, xuat ban ngay 08/12/2011. 7 trang. Tai ve.

Chuén va Kién trac cho cac ing dung chinh phu dién tr, phién ban v2.0. B4 Noi vu Cong hoa
Lién bang Duc xuét ban. Thang 12/2003. 179 trang. Tai vé.

Chuén va Kién trac cho cac ung dung chinh phu dién ti, phién ban v3.0. Bo Noi vu Cong hoa
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http://ubuntuone.com/7dUWbR6d2uboDvQPZ27wGZ
http://ubuntuone.com/1f1CXhMXev2mTZG8jqyOWF
http://ubuntuone.com/3n18xI3STBrnAZ3VnjrCrp
http://ubuntuone.com/0rqn2j5SyfKVKF6ZuEwYHC
http://ubuntuone.com/7hzCOUjG9E6P6msJn77UQ3
http://ubuntuone.com/4uqIlCbQIx9qysUiXCi8j5
http://ubuntuone.com/p/xnY/
http://ubuntuone.com/6M7GMa8ZIJT39K3e9pg4sb
http://ubuntuone.com/p/15a5/
http://ubuntuone.com/4XB2p7ikP7Rri4z64T6DhO
http://ubuntuone.com/2S4O1XWW4O858euJ5JhnXU
http://ubuntuone.com/6Vi0A3XxrnkPP7hiGKk9Zb
http://ubuntuone.com/p/Zpe/
http://ubuntuone.com/p/13Hc/
http://ubuntuone.com/3QZUpTbcJRbRjYivIrHfb0
http://ubuntuone.com/5U4RZZVmXYXkiMH9vwe5ZF
http://ubuntuone.com/7JLGy0VEFV8wmaoidkeeHW
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Lién bang Purc xuat ban. Thang 10/2006. 185 trang. Tai vé.

19. Nguoc 1én dong trén: Tang cudng cho su phat trién ngudn md. Quy Linux. Thang 01/2012. 10
trang. Tai ve.

20. Mua sdam phan mém may tinh ctia Chinh phul va Gidy phép Cong cong Chung GNU, B. Scott
Michel, Lt. Cmdr., PhD, USN(RC), Eben Moglen, Trung tdm Luat Ty do cho Phan mém, Mishi
Choudhary, Trung tdm Luét Ty do cho Phan mém, Dorothy Becker, Luéat su vé Béng sang ché,
SPD cua Navy OGC. Xuat ban ngay 01/10/2011, 15 trang. Tai vé.

Ghi chti: Mot s6 thong tin tham khao khac vé an ninh dugc cap nhat hang ngay co thé xem ¢ ddy, & day
hodc ¢ day.
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http://vnfoss.blogspot.com/search/label/security
http://vn.myblog.yahoo.com/ltnghia/article?mid=318
http://vn.myblog.yahoo.com/ltnghia/index?l=f&id=18
http://ubuntuone.com/52GJYdwb5PIx28GNtpnkkh
http://ubuntuone.com/68AQSKKkVB8XshbZdcKTCk
http://ubuntuone.com/0qcIiDkKaakYeRO745rsQS
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