HUONG DAN CAI SANDBOXIE TREN WINDOWS 10

Sandboxie 1a phan mém tao ra mot moi truong an toan dé cac ngudi ding chay thir
cac tng dung khdng an toan ma khong 1am anh huong dén hé thong may tinh. Bic
biét s& rat hitu ich cho cac ban sinh vién d& dang chay thir cac chuong trinh trong
qua trinh hoc tap va nghién cuu.

Bai viét sau day s& hudng dan cach cai dat va chay ¢ng dung trén Sandboxie.

Bwéc 1: Download phién ban sandboxie méi nhét tai http://www.sandboxie.com

Buéc 2: Tién hanh cai dat Sandboxie

- Click dup file Sandboxie vira tai vé, chon ngdn ngir can cai dat => OK, va
thuc hién trinh tu theo cac hinh sau:

Sandboxie 5.06 (64-hit) oy
Please select a language.
Endlish e
Cancel
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http://www.sandboxie.com/

® Sandboxie 5.06 (32-bit) Setup EEX]

Licenze Agreement
Please review the license terms befare wau cankinue, @

Press Page Down ko see the rest of the agreement.

SAMNDEORIE HOLDIMGS, LLC
iy SAMDE CTE , COf -

SOFTWARE LICENSE AGREEMEMT

BEFORE YOU CLICK OM THE “T AGREE” BUTTON OR USE ANY OF THE SOFTWARE

SIUPPLIED TO YoOU BY SAMDEOKIE HOLDIMGS LLC ("SBHY), CAREFULLY READ ALL THE
FOLLOWING TERMS AMD COMDITIONS OF THIS AGREEMEMT (“AGREEMENMT™). BY

CLICKIMG OM THE “T AGREE” BUTTON COR USING SBH'S SOFTWARE YOU ARE A

If wou accept the kerms of the agreement, click I Agree to continue, You must accept the
agreement in arder to install Sandboxie 5,06 (32-hbik).

[ I Agree ] [ Zancel ]

Sandboxie 5.06 (32-bit) Setup

Chooze Install Location
Chioase the Falder in which ko inskall Sandboxie 5,06 (32-hit),

Setup will install Sandboxie 5,06 (32-hit] in the following folder, Toinstall in a different folder,
click Browse and select another folder, Click Install to skart the installation,

Deskination Falder

_:\Program FilestSandbozxie | Browse, ..

< Back ” Install ] [ Zancel

Nguyen Trung Thuan — IT Dept - DTU



¥ Sandboxie 5.06 (32-bit) Setup
Installation Complete
Setup was campleted successfully,

Completed

@ Sandboxie 5.06 (64-bit) Setup —
Completing the Sandboxie 5.06
(64-bit) Setup Wizard

Sandboxie 5.06 (64-bit) has been installed on your
computer.

Click Finish to close this wizard.
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* Trén windows 10, hop thoai & hinh sau s& xuat hién, ta ¢é thé Add cac chuong
trinh can chay trén Sandboxie

®

Program Name PID Window Title

o Sandbox DefaultBox
Software Compatibility — X
Sandbowe has detected the following scftware applications in your system.
(Click OK to apply configuration settings which will improve compatibidity with these applications.

These configuration settings will have effect in all existing sandboxes and in any new sandboxes.

[+] Windows and Office Licensing Services
[+] Internet Download Manager

[+] Kaspersky Ant-Virus/Internet Secunty
[+] Windows Live

[+] Synaptics TouchPad

[+] Windows Remaote Access Connection Manager (dialup/VPN)

[+] Folder Size

[ In the future, don't check software compatibiity

Buéc 3: Chay chwong trinh va kiém tra d§ an toan cia phan mém trong moi
trwong sandboxie

- Quatrinh cai dat da thuc hién xong, ta khéi chay chuong trinh Sandboxie.
- Giao dién chinh cta Sandbox DefaultBox d3 dugc thiét 1ap mic dinh. Chi
can click phai chudt 1én Sandbox DefaultBox => Run Sandbox va chon

chuong trinh can chay (vi du: firefow)
- Ngoai ra, ta c6 thé tao mot méi trudng Sandbox méi theo tuy chon, bang
cach chon Sandbox => Create New Sandbox.
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Sandboxie Control

File View Sandbox Configure

Help

Program Name

& @ Sandbox DefaultBox

@ SandboxieRpcSs.exe
@ SandboxieDcomlaunch.exe
e.’flrefox.exe

@ plugin-container.exe
@ plugin-container.exe

@ SandboxieCrypto.exe
@ iCloudServices.exe
\EAPSDaemon.exe

PID Window Title

Run Sandboxed Run Web Browser

Run Email Reader

Terminate Programs
Run Any Program

Run From Start Menu

Quick Recovery

Delete Contents
Run Windows Explorer

Explore Contents — -~ +-11-11

Sandbox Settings

Rename Sandbox

Remove Sandbox

14304

13144

- Ung dung ta chon s& chay nhu binh thudng, nhung diém khéc biét khi chay
rng dung trén sandboxie 1a c6 duong border mau vang bao quanh cura s6
g dung dang chay. Bay gio ta co thé truy cap bat ky website nao, ké ca
nhitng website ¢ chira virus hay ma doc nhung khéng anh hudng gi dén
may tinh cua ching ta, rit an toan.

- Khi chay tng dung, c4c ban chi phai ¢anh dau vao chirc nang Run As UAC
Administrator => OK,
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- Ngoai ra ta c6 thé chay chuong trinh tng dung truc tiép véi sandboxie bang
cach, click phai 1&n file hodc chuong trinh can chay va chon Run

Sandboxed.
Mame Date modified Type Size
@ Chueng 0_Giei thieu mon hoc.ppt 131072014 549 PR PPT File 736 KR
@I Chueng 1_Tong quan ve may tinh.g Open
@ Chucng 2_ He dieu hanh.ppt Profile

@ Chuong 3_Mang_may_tinh_&_Inter G Scan with Reason Core Security...
@ Chueng 3_Mang_may_tinh_&_Inter @ Run Sandboxed

@ Chuong 4_MS Word.ppt g Edit with Motepad++

@ Chucng 5_Excel.ppt [f1 Erasefully 64

Két luan:

Chay chuong trinh tng dung trén Sandboxie giup may tinh ching ta khong
bi 1ay nhiém virus hay mi doc dinh kém trong céac ng dung.

Chuc céc ban thanh cong!
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