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cai dit va cdu hinh firewall/iptables

Bai viét huong dan cai dat va ciu hinh firewall dé phuc vu cho qua trinh kiém soat, bao mat hé théng.
Qua trinh cai dat va cau hinh duoc thuc hién qua cac budc sau:

Bwoc 1. Cap nhat hé thong
# apt-get update
# apt-get upgrade

Buwac 2. Cai dat Install iptables-persistent
# apt-get install iptables-persistent

Buoc 3. Man hinh du6i day xuat hién, dé lua chon s dung IPvA4.

1 Comfigurieg iptables-persistent |

Currenc iptables rules can be saved to the configoracion file Jecofipcablesafrules.vé, These rules will chen be loaded sucomacically during system STATGLp.
Bules are only saved aucomacically during package inscallation. See che manual page of ipcables-save |8} for instructions on keeping the rules file wp-to-date.

Save currenc TPvd rulea?

Buoc 4. Man hinh dudi day xuat hién, dé Iya chon IPv6 (Truong hop khdng muén cai dat IPv6, hay
chon No).

Comfiguring ipcables-paraiscent |
CUErent ipTAbles rules oan be Saved Co the configuracion fils fece/iprables/rules.vé. Thess rules will chen be losded SUTCEATLcAlly during SYSTER SCAYTLD.
Fules are amly saved avrcearically durisg package insrallarian. See che manual page of ipSrables-save () for imsrruerions o beeping the rules file up=to=dace.
Save carcent IPwE zulas?

SITE <o

Bwoc 5. Thiét lap dia chi IP tinh
Mé tép tin cAu hinh mang v6i 1énh sau: # nano /etc/network/interfaces va thay doi noi

dung cho eth0 (hoic interface name thuc té trén may cua ban)

auto enp0s33

#iface enp0s33 inet dhcp
iface enp0s33 inet static
address 192.168.0.1

netmask 255.255.255.0
broadcast 192.168.0.255
gateway 192.168.0.254
dns-nameservers 8.8.8.8 8.8.4.4
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Buoc 6. Thém quy tic iptables vinh vién trong /etc/network/interfaces, hiy thém dong sau
vao cudi file. Pay la phan cu hinh cho IPv4, néu ban mubn, c6 thé thém IPV6.
pre-up iptables-restore < /etc/iptables/rules.v4
Bu6c 7. Néu ban mudn chin dia chi IP, ban ¢6 thé thuc hién 1énh sau:
# iptables -I INPUT 1 -s 192.168.1.133/32 -3j DROP
Buwoc 8. Néu ban mudn chin mét dai dia chi IP, ban c6 thé thuc hién 1énh sau;
# iptables -I INPUT 1 -s 192.168.0.0/16 -j DROP
Buot 9. Néu ban mudn chin mot dai dia chi IP nhung ban muén cho phép mot vai dia chi IP tir dai
nay c6 quyén truy cap, ban cé thé thuc hién cac 1énh sau day:
# iptables -I INPUT 1 -s 192.168.1.20/32 -j ACCEPT
4 iptables -I INPUT 2 -s 192.168.0.0/16 -3j DROP
Buwac 10. Luu iptables
# iptables-save > /etc/iptables/rules.v4
Buoc 11. Hién thi iptables
# iptables -L -n —-line-numbers
Buwac 12. X06a dia chi IP tir iptables. Vi du sé loai bo IP 192.168.1.133
# iptables -D INPUT 4
Buwoc 13. Luu iptables hién tai
# iptables-save > /etc/iptables/rules.v4
Chuc cac ban ap dung hiéu qua trong cong viéc va hoc tap!

Phan tiép theo, t6i s& hudng dan cai dat va cu hinh Fail2ban

Firewall
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